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					Laurence Eastham writes about the content of this issue, the extraordinary amount of good material that is not included and why you need to go the SCL Lecture

				

				SCL Forum

				For the third year in a row, the Feb/March issue of the magazine is dominated by contributions reflecting the proceedings at the SCL Annual Policy Forum. The Forum is always a special event that provokes thought and encourages its participants to edge out of their comfort zone. This year’s was no different in that respect and I am delighted that some of that atmosphere has spilled over into these pages.

				Three messages from the articles have lodged firmly in my brain. First, from Professor Nico van Eijk, the need to see net neutrality in the context of an older issue: ‘who takes control of the eyeballs’ and the implications for the major income flow that go with that control. Secondly, the fundamental problem with copyright highlighted by Professor Chris Reed: ‘copying is a mere proxy for use of the creation, which is what the creator needs to control if the law’s aims are to be achieved’– like all perceptions, pretty obvious once acknowledged. Thirdly, and perhaps because I have a family tie with a science researcher, the mild madness that is produced by applying FOI principles to a university research establishment, as revealed in Andrew Charlesworth’s article.

				You may well find that one or more of the other articles provoke comment or stick in the brain. Although these articles are slightly different in tone than the normal run of articles in the magazine, they will certainly repay your time and attention.

				I am grateful to all the contributors of course, but special thanks go to Andrew Charlesworth, who chaired the Forum and did so much work in bringing it to fruition, and to Caroline Gould, who was not only intensely involved in organising the Forum but also did much of my job in recruiting authors from it and setting deadlines etc.

				Omissions 

				The only downside of having so much space devoted to the articles arising from the Forum is that I ran out of space very quickly. There are even more articles than normal on the web site that demand your attention. A number of those are outstandingly good and would have been lead articles in another issue.

				It really is an embarrassment of riches, although only I need feel embarrassed. I have to offer a public apology to those authors I led on with the promise of inclusion in this issue. It did not work out as I expected, but I am delighted to see that the hits on members-only articles on the web site frequently show that many hundreds have visited the page, and careful analysis suggests that often the visitor has actually read the article thoroughly. In any case, most held-over articles will appear next time.

				SCL Lecture

				This year’s SCL Lecture, from Dr Mike Lynch of Autonomy, exemplifies an area where lawyers need more understanding of IT if they are to operate effectively. Dr Lynch will be shining light on information management issues and dealing with the new challenges set by electronically stored information. Those who react to the mention of ESI with a quiver and a breezy denial of interest are deluding themselves. The SCL Annual Lecture is certainly not just for e-disclosure specialists or those involved with massive databases.

				If lawyers were robots, they would be information management machines. Legal professionals are facing an ever-growing onslaught of information that they must understand and manage– and this is true for lawyers in every size of firm and whatever their specialism. The only way to cope effectively and efficiently is to ally technology with the legal brain. It may well be that only a few will survive– those who see the need for the legal profession’s answer to Iron Man. The rest may be lost forever, buried in a disorganised archive, never to emerge.

				I look forward to seeing prospective survivors at the Lecture on 8 March.•

				Laurence Eastham
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					Simon Croall QC and Anna Cook give an account of the Technology and Construction Court case De Beers UKv Atos Origin 

					

				

				In a judgment handed down at the end of December 2010 after a lengthy trial, the Technology and Construction Court (Edwards-Stuart J) has provided its latest pronouncement on a number of issues arising out of a failed project for the development and supply of an IT system to meet the needs of a customer with unique business requirements. De Beers UK Limitedv Atos Origin IT Ltd [2010] EWHC 3276 is a decision based on its own very particular facts but it addresses three areas which may be of interest to practitioners in the IT sector.

				
						•	The circumstances when a supplier’s threat of suspension of work, and then subsequent actual suspension of work, will amount to a wrongful renunciation of a contract, justifying the termination of it by the customer.

						•	What type of works performed during the project are likely to be regarded as chargeable change requests under the change control procedure?

						•	What is the right measure of the customer’s loss when the system has not been delivered but the customer does not intend to purchase an alternative?

				

				It is the third area which is of most interest in terms of clarifying the law, although the court’s rulings on the other issues provide an important insight into the current thinking on those topics.

				The Facts and Dispute

				The dispute between De Beers and Atos Origin arose out of a contract in November 2007 for the delivery of a bespoke supply chain management system. The contract was for a fixed price and the parties agreed to follow an ‘iterative’ development methodology to deliver the system by June 2008. Time was of the essence of the contract. Work commenced in June 2007, initially with a fact finding ‘Initiation and Analysis’ phase designed to permit Atos to understand the nature of De Beers’ business requirements and hence adequately to resource the project. It was also designed to permit the fixed price to be determined accurately.

				The contract was signed after this process in November 2007. However, it was clear by mid-December that the project was behind schedule. By way of a remedial measure, it was agreed that Atos would use the period until 4 February 2008 to capture detailed requirements in order to make a single delivery of software in June 2008. In other words, the methodology changed from an iterative methodology (in which software is delivered in increments for user feedback and testing) to a ‘waterfall’ methodology.

				By mid-February, it had become apparent to Atos that the requirements were much more detailed than it had envisaged and that the technical architecture would need to be reconsidered. Atos sought to persuade De Beers that delivery of the project should be delayed. It argued that there had been a huge increase in overall scope, however no formal claims under the contract were made at that stage. De Beers did not accept these arguments but, following negotiation, it was agreed that the software would be delivered in two phases, the first in mid August 2008 and the second by 27 October 2008.

				Despite this agreement, by April 2008, Atos’ further investigations led to internal complaints that the business requirements were ‘significantly more complex and intricate . . . than originally envisaged’ and complaints about a very significant costs overrun. On 21 May 2008, Atos wrote to De Beers and asserted that the reasons for the slippage in the timetable were due to various causes for which De Beers was responsible and threatened to suspend all work on the project unless a commercial agreement could be reached taking account of the extra work and delays. This demand was repeated on a number of occasions. This correspondence revealed that Atos wanted to:

				
						•	retain all existing payments

						•	be paid an outstanding milestone payment

						•	carry out all future work on a time and materials basis

						•	have a further six months to complete the work.

				

				De Beers rejected these demands and, on 6 June 2008, Atos made good its threat and suspended work. In response to this, De Beers terminated the contract on 9 June 2008 on the basis of repudiatory breach by Atos.

				The Issues

				The three important questions in the case were as follows:

				
						Did the suspension amount to a repudiation of the contract? Atos argued that the suspension could be justified under the contract given its allegations of delay, the failure of De Beers to make one milestone payment and the existence of a contractual right to suspend for failing to make a timely milestone payment.

						Was Atos entitled to be paid for what it alleged to be additional work in circumstances where such work was necessary to achieve the contractual requirements but went well beyond what Atos had envisaged or allowed for in the fixed price?

						Assuming De Beers won on the first issue, could it recover the additional costs of a replacement system as damages if it had no present intention to procure a replacement system?

				

				Renunciation of the contract by Atos

				It was held that, although De Beers should not have withheld payment of the milestone invoice and Atos had thereby acquired a limited right to suspend work until payment, this did not justify the suspension. The judge concluded that Atos had threatened to suspend work unless De Beers entered into a new commercial agreement. The demands from Atos did not reflect its contractual entitlement and, in putting them forward, it was showing an intention to complete the work only on different terms. Accordingly, Atos envinced a clear intention not to be bound by the contract and this was a repudiation of the contract.

				Scope of work

				Atos claimed that the scope of the project had expanded beyond that contemplated by the contract and that changes in both ‘breadth’ (adding new functionality) and ‘depth’ (adding scale or complexity) were chargeable. De Beers accepted that changes in breadth were chargeable but it disputed Atos’s claims relating to ‘depth’. It was held that, although the contract referred to specific requirements as captured at the date of the contract, the ultimate requirements were not frozen and the parties were aware as at the date of the contract that they would probably be different. The court decided that, if an alleged change could fairly be said to fall within the ‘activity’ described in the versions of the specification which existed at the time of the contract, that change was in scope. It followed that works which were alleged to be ‘changes’ of ‘depth’ were in scope.

				Damages 

				De Beers sought to recover the additional costs of a replacement system from another supplier as damages. However, the court concluded that De Beers had not established that it would enter into a contract for a new system. Atos therefore argued that it would be wrong to award damages on the basis claimed as such an award would be unreasonable.

				Edwards-Stuart J held that, because there had been a substantial non-delivery of the services, De Beers was entitled to recover the cost of purchasing the services elsewhere. He concluded ‘provided that it would be reasonable for a person in the position of De Beers to purchase those services elsewhere, it does not matter whether or not De Beers has an actual intention of doing so or has not made up its mind whether or not to do so’. However, losses claimed by De Beers for its own internal costs for running a project to build a replacement system were disallowed.

				Discussion

				Repudiation

				It is now well established that the test for a renunciation of a contract is whether a party intimates:

				‘. . . an intention to abandon and altogether to refuse performance of the contract . . or evince an intention no longer to be bound by the contract . . .’ (Freethv Burr (1874) LR 9 CP 208, 213, per Lord Coleridge CJ)

				This statement was approved by the House of Lords in Federal Commerce & Navigation Co Ltdv Molena Alpha Inc [1979] AC 757. However, this test is often easier to state than to apply. It is for example vital that the conduct is taken in context and is unequivocal in character so that there can be no doubt that the terms have 

				been effectively abandoned (see Eminence Propertyv Heaney [2010] EWCA 1168).

				In the ordinary course where a party suspends work indefinitely it might be thought to be obvious that, in the absence of a contractual justification for such behaviour, they will be renouncing the contract. The complication in this case was that De Beers had failed to pay an invoice and this did entitle Atos to suspend until payment. It was argued that, on the facts of the case, the payment in question would never have been forthcoming and accordingly there was no difference between the threatened suspension and the suspension which the contract entitled Atos to implement. But the judge rejected this argument because Atos had unilaterally asserted a right to suspend until a fresh commercial agreement was reached. Such a suspension was considerably wider than any suspension the contract justified and effectively required De Beers to agree to vary the contract on terms dictated by Atos if a suspension was to be avoided.

				It is not difficult to see why such conduct was regarded as a repudiation in this case. The lesson for others is that parties must be vigilant to ensure that when they take action which would otherwise involve a withholding of services or a failure to carry out their obligations in order to improve their negotiating position, they must be ready to justify such actions by reference to their contractual rights. If they are unable to do so and their conduct is serious, a court may well find that such conduct amounts to a renunciation of the contract. The risk therefore is that such conduct will have the very opposite effect of that intended because it will substantially increase the bargaining position of the other party.

				Scope of Works

				The finding that alleged changes of ‘depth’ were in scope, if they could be said to fall within the ‘activity’ described in the versions of the specifications which existed at the time of the contract, was driven at least in part by the fact that the initial specifications were of a very general character. This will often be the case in contracts for the supply of such systems and especially so where, as is common, the development methodology is iterative or agile as it will then be difficult as at the date of the contract to define the functionality required by the customer other than at a high level.

				
					Where the parties have chosen an iterative development methodology, suppliers will have to be vigilant when estimating the work required and hence building up a bid to ensure they have either fully understood the detailed customers’ requirements or built into their figures a sufficient contingency to allow for additional complexity emerging after the fixed price has been agreed.

				

				It follows that the court’s ruling on this issue may be of some general application. Where the parties have chosen an iterative development methodology, suppliers will have to be vigilant when estimating the work required and hence building up a bid to ensure they have either fully understood the detailed customers’ requirements or built into their figures a sufficient contingency to allow for additional complexity emerging after the fixed price has been agreed. As the judge found, despite the provision for an ‘Initiation and Analysis’ phase, Atos did neither and the court regarded Atos as having taken the contractual risk that additional work (beyond that which they had estimated) was required. However, it is also to be noted that De Beers’ business processes and requirements were both complex and unique, so that the difficulties which were encountered on this project may not recur to the same extent when the nature of the customers’ business is less complex or comparable with others so that estimating the likely complexities can be carried out with greater reliability.

				On a related point, in respect of the terms which are implied in software projects relating to cooperation and the provision of information, the court commented that Atos embarked on the fixed price contract with its eyes ‘half open’ in that it knew (or should have known) that there was a risk that the requirements were more complex than it had estimated. Against this background, it was held that De Beers was reasonable in giving Atos a chance to establish the requirements and that, having notified Atos of its concerns relating to Atos’s grasp of those requirements, De Beers was entitled to leave Atos to assess the risks of entering into a fixed price contract for itself.

				Damages

				On the facts as found by the judge, a stark question arose– where a party has contracted to receive a system and that system has not been delivered due to the default of the supplier, is the customer entitled to be compensated by reference to the cost of acquiring a replacement system if that customer has no actual intention of incurring that cost? Different areas of contract law might suggest different answers to this question.

				The law in relation to the sale of goods is well established and enshrined in statute (the Sale of Goods Act 1979). Damages for non delivery of goods is based upon the cost of replacement goods whether the buyer in fact goes out and buys those goods or not. However, it has been suggested in a series of construction cases that damages should be based upon the costs of a replacement only if it is reasonable to do so, and that it will not be reasonable if the employer will not in fact incur the costs of replacement or reinstatement. Decisions such as Ruxley Electronics v Forsyth [1996] 1 AC 344, Radfordv Defroberville [1977] 1 WLR 1262, Linden Garden Estatesv Linesta [1994] 1 AC 85 and Alfred McAlpinev Panatown [2001] 1 AC 518 are often cited in this context.

				Accordingly, there was an apparent tension between these two approaches, despite the fact that they both related to the operation of contracts. Edwards-Stuart J was assisted by a recent decision of the High Court where this very issue was grappled with by Stadlen J. In Gido Van Der Garde BVv Force India Formula One Team Limited  [2010] EWHC 2373 (QB), all the above cases were considered and it was held that they did not amount to authority preventing the recovery of substantial damages assessed by reference to the cost of a replacement, even where the claimant did not in fact intend to acquire a replacement.

				Edwards-Stuart J adopted the same reasoning and awarded De Beers damages to reflect its loss of bargain by reference to the costs of a replacement system. As a matter of principle we believe this must be right. If a party such as De Beers were denied such damages the court would be failing to put it in the position it would have been in if the contract had been performed and would be denying De Beers its loss of bargain. The position may be different where the supplier has substantially performed the contract and the complaint is with a minor failure to meet a specification (a case such as Ruxley). However where, like this, there has been non delivery altogether it is suggested no alternative measure of damages can properly compensate the claimant.

				However, in order to establish De Beer’s loss of bargain, the court then proceeded to take account of the sums which De Beers would have had to pay if the contract had been performed in full, being the balance of the contract price and any other sums that might have been agreed if the project had been completed. In this project, no useable software had been delivered and there were disputes about the scope of work, change requests and rework. Therefore, the court had to perform the difficult hypothetical exercise of calculating the sums that would have been paid to Atos if the project had not been terminated, including making decisions about disputed items and their related costs.

				Since any customer who is contemplating the termination of a contract will need to account for what it would cost the current supplier to complete the work, not only did De Beers have to give credit for the balance of the contract price but also the cost of change requests that were in prospect. For practical purposes, in situations where little or nothing has been delivered and the project is very late, this is a very difficult exercise and it would make it very hard for a customer to weigh up whether it has suffered a loss of bargain. Once the extra costs of completing a failing project are taken into account, the ‘lost bargain’ may be very much smaller than that which would be implied by simply obtaining a comparative quotation.•

				Simon Croall QC is at Quadrant Chambers. Anna Cook is a partner specialising in IT and dispute resolution at Wedlake Bell: acook@wedlakebell.com

				Simon Croall QC and Wedlake Bell LLP acted for De Beers
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				Watching Cloud Contracts Take Shape
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					Simon Bradshaw, Christopher Millard and Ian Walden recount the results of a survey into cloud computing contracts and examine some of the issues brought into focus by the survey

				

				If you hired a storage unit, would you be perturbed to find the company’s standard terms disclaiming all liability for loss or damage to your property whilst in their custody, irrespective of cause? If you hired a car, how would you react if the rental company told you to check its web site regularly for any changes to permitted daily mileage? What would you think of an accountancy firm that said it would disclose your draft tax return to third parties if it felt that was in its best business interests?

				Many businesses might well have substantial reservations about agreeing such terms, whilst individuals– at least, legally-savvy ones– might argue further that such clauses were so unfair as to be unenforceable under consumer protection law. But consumers and corporations sign up to agreements for cloud computing services on similar terms every day. At Queen Mary, University of London, the Centre for Commercial Law Studies’ Cloud Legal Project recently investigated such contracts. Our research shows such terms are by no means uncommon. This article will examine briefly certain issues our survey uncovered.1

				What is cloud computing?

				Cloud computing is clearly of much interest to IT lawyers currently. But what is it, and why is it different from conventional IT outsourcing? It can best be thought of as providing IT services as a utility, much like electricity. As Nicholas Carr pointed out in The Big Switch,2 the early 20th Century saw industry move from private generating plants– with their own costs and demands for technical expertise– to grid supply from electricity providers. Today, most customers don’t care where their electricity comes from, so long as it is of the right voltage and is available in the quantity needed, when needed. IT services are moving the same way, with cloud providers offering not specific servers but a flexible quota of processing and storage capacity. The great advantage for both customer and provider is that variable demand is easily accommodated. For a customer, only the capacity it requires at any time is used and paid for. For example, with an e-commerce business having seasonal sales (such as holiday bookings or tax return processing), servers can be set up in the cloud as needed, and released when demand eases. This avoids the inherent wastefulness of provisioning for maximum demand in buying dedicated IT hardware, or even long-term outsourcing.

				The utility model also benefits providers. If enough customers have variable demand, their aggregate requirement is likely to be far less than the sum of their individual peak needs. A cloud provider should see little idle capacity; server capacity released by one customer can be allocated to another. Such efficiencies, augmented by economies of scale through building large data centres, can produce cost savings they can pass on to customers.

				Cloud computing services are easy to obtain

				Ironically, the ease of setting up a cloud computing contract may itself lead to legal problems. A conventional IT outsourcing project is usually managed as a significant project with a detailed contract which the customer reviews carefully, and is typically subject to extensive negotiation. A cloud contract, on the other hand, is much easier to enter into. Indeed, much of the attraction often lies in the speed and flexibility of procuring cloud resources. Compared with conventional outsourcing, cloud provisioning is more like taking up an e-mail or broadband service. Many providers allow online sign-up via credit card, on their standard terms, for immediate use. An organisation may thus see cloud services as not only more cost-effective than conventional outsourcing, but quicker and simpler to arrange. The inherent risk is that an agreement seen as quick and relatively cheap to enter into might also be seen as not worth subjecting to proper legal scrutiny, especially if offered on standard terms rather than via a mutually developed contract. However, transferring data and processing to an outsider has just as many legal ramifications if conducted via cloud computing as if conducted by more traditional methods. Indeed, it may have more; cloud services’ flexibility and location-independence introduce new business risks, such as inadvertent transfer of data to other jurisdictions and a murkier relationship between the customer and the provider actually hosting the data.

				Signing up to a cloud services contract online invariably involves the customer agreeing a ‘click-wrap’ contract by confirming acceptance of the provider’s standard Terms and Conditions (T&Cs).3 The QMUL Cloud Legal Project’s survey reviewed in depth 31 sets of T&Cs from 27 different cloud providers.4 The numerical difference arises because some large providers (eg Google and Microsoft) offer more than one cloud service. Also, the survey involved over 31 individual documents, as many cloud providers issue T&Cs as a set of documents that may include Terms of Service (sometimes called a Customer Agreement), a Service Level Agreement (SLA), an Acceptable Use Policy (AUP) and a Privacy Policy.

				Location of data

				The contract will not necessarily address clearly all service aspects which interest customers. The location of customer data is likely to be a key concern for many customers, who will, or at least should be, mindful of data protection law restrictions on exporting ‘personal data’ from the EEA. Amazon Web Services offers the option to restrict data storage to its EU Region (specifically, the Republic of Ireland). However, its T&Cs contain no term specifically warranting that data will be kept in a particular location. A customer is asked to select a data region during sign-up, and this, we suggest, would form a representation incorporated into their contract with Amazon. Nonetheless, customers should carefully scrutinise a prospective cloud provider’s T&Cs to ensure that the contract actually addresses features or issues important to them.

				Disputes and jurisdictional issues

				If a dispute should arise, a customer might face difficulties bringing a court action as the contract may well specify a foreign legal system and jurisdiction. Of the 31 T&Cs surveyed, 15 claim to be governed by the law of a US state– usually California, although the laws of Massachusetts, Washington, Utah and Texas were also invoked. Such terms are usually accompanied by a stipulation that the relevant state’s courts will be the sole venue for claims against the provider. Of the other 16, 8 applied English law either generally or for UK or European customers. Customers could thus be expected to travel to a foreign court to argue a claim under a law unfamiliar to them. While such terms are generally void against consumers, it is doubtful how much meaningful legal recourse other customers will have against a provider in another continent.

				Confidentiality, integrity, availability and security

				Assuming a customer could overcome jurisdictional issues, what issues might prompt a legal dispute over cloud services? A customer contracting for storage and/or processing of data will probably assume providers have obligations of confidentiality, integrity and availability (sometimes termed the ‘CIA Triad’ of data security). Confidentiality is the expectation that the customer’s data will not be disclosed to third parties, through security deficiencies or deliberate release; integrity, the expectation that data will not be lost or corrupted; and availability, the expectation that storage and processing services will work when required. Breach of these obligations may damage the customer, particularly as indirect or consequential loss arising from, for example, an e-commerce site suffering prolonged downtime.

				A customer seeking to sue a provider over such breaches would, however, face exclusion clauses and disclaimers. Most of the providers we surveyed made extensive use of such terms. Indeed, in some cases it is difficult to see how the contract, at face value, could allow a dissatisfied customer any redress.

				Many providers explicitly place responsibility for confidentiality and integrity on the customer; for instance, Amazon Web Services’ T&Cs, Clause 7.2 states:

				. . .you acknowledge that you bear sole responsibility for adequate security, protection and backup of Your Content and Applications. We strongly encourage you, where available and appropriate, to (a) use encryption technology to protect Your Content from unauthorized access, (b) routinely archive Your Content, and (c) keep your Applications or any software that you use or run with our Services current with the latest security patches or updates. We will have no liability to you for any unauthorized access or use, corruption, deletion, destruction or loss of any of Your Content or Applications.

				It might seem reasonable to ask the customer to secure data, as the customer may encrypt or decrypt it. However, this is only simple for storage. Data which is to be processed actively in any way (as distinct from mere storage) must be decrypted. Currently this is a major security concern for potential cloud customers with particularly ‘sensitive’5 data. For data to be actively processed in the cloud, even if encrypted in transit, it must be decrypted for processing. Some researchers seek to develop ‘homomorphic encryption’ systems allowing encrypted data to be processed securely without decryption, but such schemes require so much computing power as to be currently of little practical use.6 Today, therefore, consumers must rely on providers for the security of their data during active processing, but exclusion clauses like the one above could make it difficult to claim against a provider for inadvertent or negligent leaking of customer data.

				Leaks are not always inadvertent. A cloud provider may receive a demand for disclosure of data, for instance of a customer suspected of involvement in crime or a tort against a third party, such as copyright infringement. Some providers will only disclose if legally compelled; see, for example, Salesforce.com’s Master Subscription Agreement, Clause 8.4:

				The Receiving Party [Salesforce.com] may disclose Confidential Information of the Disclosing Party [the customer] if it is compelled by law to do so, provided the Receiving Party gives the Disclosing Party prior notice of such compelled disclosure (to the extent legally permitted) and reasonable assistance, at the Disclosing Party’s cost, if the Disclosing Party wishes to contest the disclosure.

				Many providers have a lower disclosure threshold, however. ADrive.com’s Privacy Policy, Clause q states:

				You authorize ADrive to disclose any information about You to law enforcement or other government officials as ADrive, in its sole discretion, believes necessary, prudent or appropriate, in connection with an investigation of fraud, intellectual property infringement, or other activity that is illegal or may expose ADrive to legal liability.

				For customers, the risk of such a term is that a provider might consider it prudent or appropriate to avoid possible legal action and associated costs by simply agreeing to a particular disclosure request.

				It is worth noting that the disclaimer from Amazon Web Services quoted earlier also covers destruction and loss of data, and furthermore places responsibility for backing up customers’ data with the customer. Such terms should give pause for thought to customers who intend to use the cloud to backup on-site data; in effect, they are being told to back up their backups. This is not to say cloud-based backup is unwise; indeed, as cloud providers typically use highly-redundant architectures to ensure multiple copies of data are stored, the chances of accidental data loss through hardware failure are much lower in the cloud than for on-site storage.7 Nonetheless, terms such as that quoted seem to deny liability for data loss caused by, for instance, deleting a customer account through administrative error.

				A customer might face similar problems trying to bring a claim over poor availability. Many paid cloud services’ SLAs on their face offer compensation for unscheduled service outages. However, typical cloud SLAs may in fact be of limited comfort to customers. The T&Cs often define very restrictively what counts as an outage. ElasticHosts, for instance, appears to offer an impressive 100% availability target, but on closer inspection their SLA excludes downtime caused by, among other factors:

				Acts or omissions of you or your users.

				Software running within your virtual servers.

				Scheduled maintenance which we have announced at least 24 hours in advance.

				Factors outside our control, including but not limited to any force majeure events; failures, acts or omissions of our upstream providers or failures of the internet.

				Actions of third parties, including but not limited to security compromises, denial of service attacks and viruses.

				Whilst many such exclusions are reasonable– it would be perverse to hold providers responsible for failures caused by customers– they nonetheless mean a ‘100% uptime guarantee’ will not, in fact, assure truly uninterrupted service.

				Limitations on remedies and liability

				Even for cloud outages directly attributable to the provider’s failing, the SLA remedy may not be what a customer wants. All the cloud SLAs surveyed do not offer refunds of charges, but only service credits against future use; usually capped at one month’s standard billing. However, a customer experiencing a serious outage may not wish to continue with the same provider. Credits against future bills will hardly be of benefit to customers deciding to switch providers following unsatisfactory service.

				Furthermore, most providers– including all the US-based providers in our survey –exclude liability for damage arising from use of their cloud services, particularly indirect and consequential damages. However, most of the losses suffered by a customer from a cloud service failure are likely to be indirect. If a business’s online sales portal is not available for several hours on a normally busy day, the value of lost sales may dwarf any service credit under an SLA. Such disclaimers can be very wide-ranging, as in CloudHosts’ T&Cs,  Clause 9.3:

				. . .in no case will the Company be liable to the Customer [or] any third party for or in respect of any indirect or consequential loss or damage (whether financial or otherwise) or for any loss of data, profit, revenue, contracts or business however caused (whether arising out of any negligence or breach of the Agreement or otherwise) even if the event was foreseeable by, or the possibility thereof is or has been brought to the attention of the Company.

				Where providers cannot wholly exclude liability, they usually seek to limit it. We found that T&Cs often cap liability to a customer at the amount paid by that customer over a set period (typically a month). For ‘free’ services this functionally equates to total disclaimer of liability, as seen in Decho’s ‘Limitation of Liability’ Clause for its Mozy.com service:

				without limiting the foregoing, the total aggregate liability of Decho, and its suppliers, resellers, partners and their respective affiliates arising from or related to this agreement shall not exceed the amount, if any, paid by you to Decho for the software or services. If the software or services are provided without charge, then Decho and its suppliers shall have no liability to you whatsoever.

				A customer suffering damage or loss from a problem with a cloud computing service thus faces several obstacles in bringing an action against the provider responsible. The provider may be in a different part of the world; the contract may be under another jurisdiction’s laws; it may seek to exclude liability for loss or may limit liability to, effectively, a nominal amount. Admittedly, European consumer customers could argue that such terms are unfair under consumer protection laws. But they might still face the challenge of recovering damages from a provider in another continent.

				Approach to amending terms

				Given the issues above, prospective cloud customers may want to examine cloud service contracts carefully. But we found this will often be an ongoing duty, due to the approach many cloud providers take to amending their T&Cs. Many T&Cs allow the provider to amend them simply by posting an updated version on its web site; continued use of the service by a customer is deemed to be acceptance of the new terms. As this policy in effect puts customers on notice to review and check– often long and complex– T&Cs, one might expect providers to flag clearly any changes made. But, surprisingly, few of the T&Cs examined clearly highlighted changes from the previous version. Only about half even stated a revision date. Thus, customers may not only be asked to check if the relevant contract has changed, but may have no way of finding out about any changes without laboriously comparing the current published T&Cs with an archived version line-by-line. Such an exercise is unlikely to be undertaken regularly, if at all, by typical customers, whether public sector organisation, business or consumer.

				Conclusions

				Should prospective cloud computing users be concerned by such T&Cs? Although some T&Cs may appear alarming, they should be seen in the context of the IT services industry generally. Many cloud providers are based in the USA, and so operate within a legal culture that tends to have a more laissez-faire approach to, for example, exclusion and limitation of liabilities, than is typically the case in Europe. In this wider context, some terms are perhaps not as Draconian as they may at first appear. Furthermore, many cloud providers have a background in hosting and Internet service provision, where an arms’ length relationship with customers, reinforced by broad contractual disclaimers, is common. Indeed, it is notable that the T&Cs of providers with a track record of engaging in long-term, trust-based relationships with customers, such as Salesforce.com, tend to be noticeably more accepting of liability than average.

				The contractual issues noted should thus be seen not as factors militating against cloud computing but as matters to be researched carefully when evaluating prospective cloud providers, and to be borne in mind if contemplating moving particularly sensitive or mission-critical data to the cloud. Here is a short non-exhaustive checklist of points that could usefully be considered when reviewing cloud providers’ T&Cs:

				
						•	What legal system do the T&Cs claim to be governed by; are there any limits on where, how or when a legal claim can be brought against the provider?

						•	Does the provider assert the right to vary the contract unilaterally? If so, what, if any, mechanism is there to notify customers?

						•	Are there any undertakings or disclaimers regarding security of customer data?

						•	What, if any, notice will the provider give regarding deletion of customer data?

						•	On what grounds will the provider disclose customer data to a third party?

						•	What causes of service outage are covered by the SLA? What is the form and level of compensation?

						•	Does the provider exclude or limit liability for damage, particularly consequential damages such as business losses?

				

				In conclusion, cloud computing is an attractive option for many customers due to various technical and commercial factors, in particular, flexibility and potential cost savings. These positive drivers should not, however, lead customers to lose sight of the need for appropriate diligence in scrutinising the terms of such services. Cloud computing is an immature and rapidly-developing market. Many customers may find a mismatch between their expectations (driven, perhaps, by the ‘hype’ regarding cloud computing) and the reality of terms offered by providers. Cloud services’ flexibility and value for money often comes at the cost of a more arms’ length relationship between customer and provider than in traditional outsourcing contracts, as reflected in many of the T&Cs analysed. As cloud computing services develop further, they may, like more traditional clouds, prove both highly varied in shape and subject to sudden changes– including changes in their T&Cs.•
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				About Network Neutrality 1.0, 2.0, 3.0 and 4.0

				
					Nico van Eijk puts network neutrality in context, predicts the future flow of debate on the topic and makes a series of telling observations on network neutrality dilemmas

				

				Is there anything else that could be written about net neutrality? Every second student’s paper deals with the subject, and every single day I receive a reference by e-mail to a scientific publication or policy document.1 Is there anything left to be added? In this contribution, I will try to indicate in a nutshell that it is a subject in transition and that we are only at the beginning of a learning curve. To distinguish between the various transition stages, I use the well-known Internet metaphor– Internet 1.0, Internet 2.0 etc.

				Net Neutrality 1.0

				Discussions about net neutrality in current regulation and policy making are primarily on net neutrality on the Internet. In 2003, Tim Wu put the subject on the agenda with his paper Network Neutrality, Broadband Discrimination.2 He described net neutrality as ‘an Internet that does not favour one application (say, the World Wide Web) over others (say, e-mail).’ Little by little, net neutrality appeared on the political agenda. In 2005, the Federal Communications Commission in the USA (FCC) issued its Internet Policy Statement. This included four principles with respect to network neutrality:3 (a) consumers are entitled to access the lawful Internet content of their choice, (b) consumers are entitled to run applications and use services of their choice, subject to the needs of law enforcement, (c) consumers are entitled to connect their choice of legal devices that do not harm the network and (d) consumers are entitled to competition among network providers, application and service providers, and content providers. The current FCC chairman, Julius Genachowski, added two further principles: non-discrimination and transparency.4 In Europe, the debate coincided with handling the so-called New Regulatory Framework, the adjustment of the communication sector regulation. In the amended European directives, the American model is more or less copied. Regulators have to promote the interests of the citizens by promoting the ability of end-users to access and distribute information or run applications and services of their choice.5 To achieve this, rules can be set that closely match the American rules. In the first place, there is the transparency requirement. Providers need to provide their users with information on any procedures put in place by the provider to measure and shape traffic so as to avoid filling or overfilling a network link, and on how those procedures could impact on service quality.6 In the second place, rules can be set with respect to network neutrality: ‘in order to prevent the degradation of service and the hindering or slowing down of traffic over the network, Member States shall ensure that national regulatory authorities are able to set minimum quality of service requirements.’7 In the context of the implementation of these rules, several national supervisory bodies and governments have entered into consultations. The European Commission, too, asked the market for input.8 On the basis of the reactions provided (some 318 in total) the European Commission concluded that there was a wide diversity of views but that for the time being it saw no reason for further EU regulation.9 There was said to be wide support for the development of industry-wide standards on transparency, but minimum quality-of-service requirements were not deemed necessary. As a rule, consultations and preparations of viewpoints at a national level lead to similar conclusions.10 Perhaps it is oversimplifying things a bit, but many of the analyses at this Net Neutrality 1.0 stage boil down to the fact that reasonable network management should be possible while unreasonable network management should be opposed– but that first more transparency is needed.

				Net Neutrality 2.0

				Can or should the proposed principles and rules from policy documents and directives be turned into concrete measures? The FCC, which also entered into consultations on network neutrality and possible regulatory intervention,11 adopted a ‘Report and Order’ in December 2010. In this, for the first time, something more tangible was provided and regulation was established.12 This marks the beginning of a new stage, Net Neutrality 2.0. At the heart of the FCC regulation, there are three rules about transparency, the prohibition of access blocking and the prohibition of unreasonable discrimination; the broad outlines of these are briefly discussed here.13 

				Providers of broadband Internet access must publicly disclose accurate information on network management, performance and commercial terms of the broadband service provided. This needs to be done at a level that allows consumers to make informed choices. The Order includes further details as to which type of concrete information is referred to, without imposing these details as binding, but a phrase like ‘effective disclosures will likely include’ says a lot. It should be noted that the FCC does not regard transparency as an independent means to tackle the problem of net neutrality. This is why the two additional rules are set.

				Blocking access is not allowed. An Internet provider ‘shall not block lawful content, applications, services, or non-harmful devices, subject to reasonable network management’. This rule applies to providers of fixed Internet access; for mobile providers the rule is limited to accessing lawful web sites. Blocking applications that compete with the providers’ voice or video telephony services, however, is not allowed (again ‘subject to reasonable network management’). This second rule means that end-users are to have free access to the Internet, both to retrieve information and to disseminate it. Although the rules for mobile networks are less stringent, the FCC believes that blocking providers of VoIP (such as Skype) must be prohibited. In addition, in the FCC’s view, there is no difference between blocking and degradation of traffic. Withholding blocking only on payment of compensation is not allowed under the anti-blocking rule either.

				The third rule has two elements. First, there is a prohibition on providers of fixed broadband Internet access services unreasonably discriminating in transmitting lawful network traffic over a consumer’s broadband Internet access service. Second, it is ruled that reasonable network management shall not constitute unreasonable discrimination. According to the FCC, a network management practice is reasonable if it is appropriate and tailored to achieving a legitimate network management purpose, taking into account the particular network architecture and technology of the broadband access services. Next, several examples are mentioned, including congestion of the network. The FCC’s remarks about preferring certain traffic to other traffic are particularly important. This is a tricky issue, for there is increasing pressure on certain service providers that generate much traffic to give their traffic ‘head of way’ against payment. Some service providers are prepared to pay for quality transport as well.14 Stating various considerations, the FCC suggests that pay for priority is unlikely to comply with the unreasonable discrimination rule. From the text, it follows that the prohibition of unreasonable discrimination-rule as such does not apply to mobile parties. The argument provided is that mobile Internet use is still under development and that intervention by the FCC therefore remains restricted to ‘measured steps’. Finally, in the context of reasonable/unreasonable network management, the FCC recognises the ‘specialized services’ phenomenon (sometimes also referred to by the term ‘managed services’). The services in question share capacity with broadband Internet access, such as certain IP protocol based voice telephony and video services. The development of these services will be monitored closely and, as the FCC notes, the definition of broadband Internet access service also includes services that are functionally equivalent or intended to circumvent the new rules.

				It is interesting to see if the FCC rules will be adopted in Europe in the short term. This would mean that the non-committal positions recently taken will be abandoned quickly. Some regulators would be able to include such an option in the implementation of the new European regulatory framework.

				Net Neutrality 3.0

				The introduction of concrete rules for transparency and net neutrality is only one step. It will have to become clear in practice if transparency and net neutrality rules actually make a difference.

				With regard to transparency rules, a reality check would certainly be in order. As mentioned earlier, the FCC has indicated that transparency is not a means in itself — a view that has meanwhile come in for wider support. Transparency in the context of net neutrality has the aim of informing users about the product they are getting on the one hand, but on the other hand there is also the intention of helping them to make a deliberate choice on the basis of the information obtained between accepting an offer or switching to another. Of course, it remains to be seen if this is actually happening in practice. Information is definitely not communication, and information overkill leads to information not being read rather than readers trying to get to the bottom of it. An interesting example in this context is the definition of transparent information which the French Telco regulator ARCEP included in a consultation document: ‘ISPs must provide end-users with clear, precise and relevant information on the services and applications that can be accessed through their data services, of the traffic management practices employed on their networks, the quality of service of these offers and their possible limitations’. This is definitely a lot of information to digest.

				Whether consumers actually decide to change providers on the basis of the information obtained depends on many factors. It is not without reason that consumer switching costs are receiving more and more attention.15 Is there a genuine choice or are offers rather equally good or equally bad? How easy is it in the event of dissatisfaction about broadband access to change once a bundle of services has been purchased? How complex are the change procedures (red tape, terms etc)? 

				It is a good thing that the FCC has introduced concrete rules for net neutrality, but many issues remain unaddressed. Although the FCC states that ‘reasonableness’ is a frequently occurring regulatory concept, there is still much ground to be covered towards a practicable interpretation of what reasonable network management is. Specialized/managed services make the Internet ‘flatter’: services are no longer part of the ‘cloud’ but are directly supplied by the Internet service provider. What a reasonable capacity for these services is supposed to be remains as yet unanswered.

				Net Neutrality 4.0

				The dialectic process between the rules imposed and enforceability will undoubtedly lead to further reflections on net neutrality. I take the opportunity to make a stand on two points.

				Net neutrality is only a means, not a solution. When it comes to producing information and receipt of it by end-users, a complex value chain is at issue. Every link in the value chain is weak: every position in the chain can develop into a bottle-neck. When Internet service providers are restricted in their opportunities to influence traffic, the problem will probably shift to another spot in the value chain. In practice, this phenomenon is already discernible. Platform providers and peripheral equipment suppliers also try to affect ‘net neutrality’ by granting favours to their own providers by allowing certain applications etc. Cable operators providing Internet access discover they have allowed the Trojan Horse in: after all, the services they provided previously (traditional cable TV) can now be substituted by services received via the Internet (IPTV). Solutions that do not take the value chain dynamics into account only fight the symptoms, not the disease. A value chain approach is inevitable.

				
					Net neutrality is not about something ‘technical’; it is only an aspect of a problem that has existed much longer: who takes control of the eyeballs, who takes control of the content? The party taking control of the users and/or content, also takes control of the major income flow.

				

				This automatically takes me to my second observation. Net neutrality is not about something ‘technical’; it is only an aspect of a problem that has existed much longer: who takes control of the eyeballs, who takes control of the content? The party taking control of the users and/or content also takes control of the major income flow. From this perspective, the Internet has much in common with the classic broadcasting organisations in terms of earnings model. In this sector, several showdowns took place in the past about access to distribution networks for instance. Not surprisingly– and quite justifiably, in my opinion– a comparison is made in the literature with policy and regulation in the field of cable TV networks.16 Bringing previous experiences to the task can be useful, but it can also open a can of worms. This does not alter the fact that there is unmistakable convergence between the (tele)communication and media domains and that net neutrality needs to be discussed within this wider context.

				Next stop: net neutrality 5.0 . . .•

				
					[image: nicovaneijk.jpg]Nico van Eijk is Professor of Media and Telecommunications Law at the Institute for Information Law (IViR), University of Amsterdam: www.ivir.nl.

				

			

			
				Endnotes

				
						I should at least mention the extensive study by Chris Marsden, ‘Net Neutrality, Towards a Co-regulatory Solution’, Bloomsbury Academic, 2010 (download version: http://ssrn.com/abstract=1533428).

						T. Wu, Network Neutrality, Broadband Discrimination, 2 J. on Telecomm. and High Tech. L. 141. (http://www.jthtl.org/content/articles/V2I1/JTHTLv2i1_Wu.PDF; also: http://ssrn.com/abstract=388863).

						FCC Policy Statement on Network Neutrality FCC 05–151, adopted 5 August 2005.

						FCC, news bulletin (‘FCC Chairman Julius Genachowski Statement on Open Internet Public Notice’), 1 September 2010.

						Article 8.4, sub g, Directive 2002/21/EC (Framework Directive).

						Article 21.2, sub d, Directive 2002/22/EC (Universal Service Directive).

						Article 22.3, Directive 2002/22/EC (Universal Service Directive).

						IP/10/860, d.d. 30/6/2010 (‘Digital Agenda: Commission launches consultation on net neutrality’).

						IP/10/1482, d.d. 9/11/2010 (‘Digital Agenda: consultation reveals near consensus on importance of preserving open Internet’).

						For example: Autorité de régulation des Communications électroniques et des postes (ARCEP), ‘Discussion points and initial policy directions on Internet and network neutrality’, May 2010; Office of Communication (OFCOM), ‘Traffic Management and ‘net neutrality, a Discussion Document’, 24 June 2010). See also: Body of European Regulators for Electronic Communications (BEREC), ‘BEREC Response to the European Commission’s consultation on the open Internet and net neutrality in Europe’, BoR(10)42, 30 September 2010.

						Notice of Proposed Rulemaking d.d. 22 October 2009, FCC 09–93 (‘Open Internet NPRM’).

						The US discussion on net neutrality also involves some major jurisdiction questions, but these are not considered here.

						These rules have been formalized in Part 8 of Title 47 of the Code of Federal Regulations.

						See for example the Verizon-Google Legislative Framework Proposal and the discussion around it or the Comcast/Level3/Netflix dispute.

						See for example the recent BEREC-study ‘BEREC report on best practices to facilitate consumer switching’, October 2010 (http://www.erg.eu.int/doc/berec/bor_10_34_rev1.pdf).

						For example: R. Frieden, ‘Winning the Silicon Sweepstakes: Can the United States Compete in Global Telecommunications?’, Yale University Press, 2010, pp. 275–289.

				

			

		

	
		
			
				
					[image: 06_433690.indd]
				

			

			
				The Open Source Software Licence: the UK Perspective on Jacobsenv Katzer
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					At the SCL Policy Forum 2010, Clive Thorne spoke on the US judgment in Jacobsenv Katzer and looked at how this case may have been decided if heard by the UK courts. This article from Clive Thorne and Nicole Mellors reflects that presentation

					

				

				The US case of Jacobsenv Katzer and Kamind Associates, Inc. (535 F.3d 1373 (Fed. Cir. 2008)) was heard by the US Court of Appeals and settled in February 2010 in favour of the licensor, Mr Jacobsen. This case is of particular importance as it addressed the issue of whether the General Public Licence (GPL), the licence accounting for currently around half the Open Source Software (OSS) in use, is enforceable and, if so, if a breach of the licence terms is a breach of contract or copyright infringement. The differences in the remedies available for these offences made this case of considerable interest. At the time of writing, there is no UK case law on this issue.

				How would Jacobsenv Katzer be considered by the UK courts?

				US: Jacobsenv Katzer

				Robert Jacobsen developed and managed software which enabled model-railroad enthusiasts to download ‘DecoderPro’, software files for programming the decoder chips that control model trains. DecoderPro was downloadable free of charge but subject to copyright notices and an OSS Artistic Licence.

				In essence the DecoderPro OSS Artistic License granted the user the right to copy, modify and distribute the software provided he or she inserted a notice in each modified file stating how and when the file was changed. It also requires the user to either: make modifications freely available; only use the modified package within the user’s corporation or organisation; rename any non-standard executables and provide a separate manual page stating how it differs from the Standard Version; or make other distribution arrangements with the copyright holder.

				Matthew Katzer and Kamind Associates, Inc developed and managed the competing software product ‘Decoder Commander’. The developers of Decoder Commander downloaded the definition files from DecoderPro and used portions of these in their product. The use of these definition files did not comply with the terms of the OSS Artistic License and Mr Jacobsen issued proceedings against Mr Katzer.

				The US District Court (Northern District of California) found at an interim hearing that Mr Katzer, as licensee, had breached his obligations under the OSS licence giving rise to a claim for breach of contract. This decision caused much controversy in the US OSS community which had anticipated a claim for copyright infringement would be the more appropriate analysis.

				The decision was appealed and the US Court of Appeals for the Federal Circuit vacated the District Court’s decision, finding that Mr Katzer’s obligations as licensee were conditions limiting the scope of the licence, rather than independent contractual covenants and Mr Katzer’s failure to comply with these conditions gave rise to an action for copyright infringement. The case settled in February 2010 with a payment of $100,000 to Mr Jacobsen and a permanent injunction preventing Mr Katzer from copying or modifying the software in question.

				UK: Contract or Copyright?

				If Jacobsenv Katzer had been considered by the UK courts, the finding is likely to have been more in line with the US District Court decision than that of the Court of Appeals. The principles of UK contract law would mean that it is likely the terms of the Artistic Licence would have been deemed contractual terms giving rise to a claim for breach of contract, rather than conditions giving rise to a breach of copyright, as finally decided in the USA.

				UK contract law provides that for a contract to exist there must be an offer, acceptance, consideration and the intention to create legal relations. Contract terms must also be sufficiently drawn to the attention of the contracting party (Thorntonv Shoe Lane Parking [1971] 2 QB 163) and be within the ‘reasonable expectation of the parties‘ (Equitable Life Assurance Societyv Hyman [2002] 1 AC 408). The difficulty in an OSS licence agreement is that there does not appear to be any consideration by the licensor. However, an analogy can be drawn with the old ‘free pass‘ cases where the licensor’s use of the software, for example the accessing or uploading of the software, would be sufficient to constitute an enforceable contract by way of part performance of the obligations under the GPL.

				If the above requirements for a contract are not disputed then it is probable that the UK courts would have found for Mr Jacobsen but for breach of contract, enabling him to recover a remedy in damages. The ease with which any such damages could be quantified is questionable but would be limited to those damages within the ‘contemplation of the parties’ (Hadleyv Baxendale [1854] 9 Exch 341) at the time the contract was created. Unlike the settlement in Jacobsenv Katzer, the UK courts could not have awarded an injunction against the licensor for a finding of breach of contract, a remedy only available for the tortuous offence of copyright infringement, but could have made an order for specific performance, compelling the licensor to comply with the relevant licence terms.

				Europe’s Approach to the GPL Enforcement

				Although the UK courts have yet to hear an OSS GPL case, there has been much activity in Europe. Germany, primarily the Munich District court, has seen many cases on the enforcement of GPL since 2004. It seems the approach of the German courts has been an interesting mix of the US rationale and the likely finding of a UK court. Under German law, failure to comply with the terms of a GPL licence constitutes a breach of contract but also a copyright infringement, agreeing with the decision in Jacobsenv Katzer but extending this to enable GPL licensors to rely upon all enforcement provisions under the Directive 2004/48/EC.

				The Paris Court of Appeal has also looked at the issue of GPL enforcement. In the recently decided ‘Paris GPL case’, the action was brought by AFPA (Association for Professional Education of Adults) against Edu4 (a company) who were to provide software solutions to AFPA. The court found against Edu4, who violated the terms of the GNU GPL when it distributed binary copies of remote desktop access software but denied users access to the corresponding source code. However, the importance with which this case is regarded in relation to the implications for OSS licenses has attracted criticism. Some allege that the matter was a mere contractual dispute between the parties and did not involve the GPL licence as such, therefore the court did not specifically address the enforceability of the GPL Licence.

				Interestingly the Paris GPL case was brought by a user of the software, not by a copyright holder. Loic Dachary, president of the Free Software Foundation (FSF) France said:

				‘It’s a commonly held belief that only the copyright holder of a work can enforce the license’s terms– but that’s not true in France. People who receive software under the GNU GPL can also request compliance since the license grants them the rights from the authors.’

				Conclusion

				
					Decisions from Europe and the US have strengthened the licensor’s hand in the enforceability of OSS licence terms. It appears that the rationales applied by the courts differ greatly in construction and remedies but the overall outcomes are in line. OSS licence terms are enforceable and are recognised by the courts.

				

				Decisions from Europe and the US have strengthened the licensor’s hand in the enforceability of OSS licence terms. It appears that the rationales applied by the courts differ greatly in construction and remedies but the overall outcomes are in line. OSS licence terms are enforceable and are recognised by the courts.

				Despite the popularity of OSS, and in particular the GPL, it seems surprising there is not more case law available both in Europe and the US and even more unexpected is the lack of UK authority on the matter. This trend may be reflective of the organisations and task forces set up to assist the OSS community to secure settlements outside of court and enforce licence terms to protect the spirit of OSS.•

				Clive Thorne is a Partner and Nicole Mellors is an Associate at Reynolds Porter Chamberlain LLP. 
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				Open Culture– Rethinking the Legal Framework
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					Chris Reed looks at the basics of legal protection of works and questions whether the focus on the right to copy remains appropriate in radically changed circumstances

				

				Culture used to be something produced by creators and consumed passively by the remainder of the populace. Cultural works were static, and consumers were expected to experience them primarily in the form produced by their creators.

				Cyberspace has blurred this creator/consumer distinction. Its technologies allow a consumer to experience culture in ways different from those envisaged by its creator, or even to modify or combine it with other cultural works and become a creator.

				Open Culture in the digital world requires two things:

				
						•	the availability of works in digital form, so that they can be processed by computers and across networks; and

						•	the absence of restrictions on that processing or transmission which prevent a person acting as creator/consumer.

				

				The economics of exploitation

				Information is by its nature a non-rivalrous good. Its possession, use or enjoyment by one person does not prevent any other person from also possessing, using or enjoying it. Information is inherently open.

				This openness creates real problems if a creator wishes to monetise a work which is in the form of information. Something needs to be done to make the work excludable, to ensure that it cannot be consumed unless it has been paid for. One possibility is to modify the information content of the work, for example by using a DRM/TPM technology, so that it cannot be consumed without payment. This is only a temporary solution because advances in computing technology, coupled with the ingenuity of those who believe information should be open, inevitably produce counter-technologies which are able to make the work non-excludable.

				Alternatively the creator of a work can be granted a legal right to control some or all uses of that work. For most cultural works, the current legal scheme is found in the law of copyright and neighbouring rights (such as performance right). As a consequence of the digital revolution and the advent of cyberspace, these rights have been extended to encompass the use of DRMs/TPMs by a rightholder.

				Every right to control the use of a work can potentially be used to prevent others from using that work to create new works. If Open Culture is important then it is also important to limit the scope of those controlling rights.

				The ‘natural’ scope of legal rights

				Existing rights in works are often described as ‘natural’ or ‘fundamental’. These commentators are effectively saying that the shape and scope of the rights is largely fixed, and that reform can only be by way of tinkering at the edges.

				Copyright is often described as a natural property right, drawing on John Locke’s ‘labour-desert’ theory of property that a person has a right to those things which he has appropriated from the commons by means of his labour. By analogy, theorists argue that words and ideas constitute a commons and that a person who labours to produce an intellectual work from that commons must therefore own that work as property. But Locke’s theory does not demand that the property right should take the shape of a right to control copying, and even less so that the current shape of copyright law is the only permissible form that such a property right must take.

				Copyright as a fundamental human right derives from the philosophy of Hegel, which assigns property rights in things because the individual has invested his internal will into that external thing and thus invested it with an aspect of his persona. However, Hegel does not assert that a state must assign rights to all such things, merely that if the state does assign rights then it is appropriate to do so by way of property rights.

				Article 27(2) of the Universal Declaration of Human Rights constrains states to grant some form of rights over cultural works:

				Everyone has the right to the protection of the moral and material interests resulting from any scientific, literary or artistic production of which he is the author.

				But again, it does not constrain the shape and scope of those rights when implemented in law.

				Once we accept that these rights are purely legal constructs which aim to restrict the fundamental openness of information, and that they have no ‘natural’ scope, society is free to set their boundaries where it thinks best. Rights in works reflect our views about the appropriate trade-off between competing interests, in this case the free use of information versus the benefits to society from granting individual rights. If technology changes the nature of those interests then the scheme of legal rights needs to be reassessed.

				Reshaping information rights for Open Culture

				In most jurisdictions information rights fall into two broad categories. The first is rights to control use of information created by the rightholder, normally granted in the form of intellectual property rights and primarily, though not exclusively, concerned with economic return. The second is rights to control use of information about the rightholder, which can be seen as aimed at protection of the personality. These control what information should be disclosed, through rights of privacy and confidentiality, and also control misrepresentations of the personality, such as via defamation but also including some of the moral and other rights normally dealt with as intellectual property. As an example, one might take a work created by a musician (a performance on video), annotate it with information about that musician, and combine it with other information to make the whole thing interactive. The musician’s rights of privacy and confidentiality, together with his or her right not to be defamed, would need to be respected as well as the rights of the creators involved. The right to freedom of expression, though not examined in detail here, is also fundamental to Open Culture and is playing an increasing role in the interpretation of copyright.

				These rights balance the benefits to society from granting those rights and the costs of diminishing the openness of information. Their initial balance was set long before the arrival of digital information and open communication networks. In those days information was far less open, and acquiring or communicating it usually required some dealings with a physical copy of a carrier containing the information.

				Constraints based on the possession and control of physical property have largely disappeared, and this alone would justify a review of the appropriate balance. Additionally, cyberspace and the digital technologies have made information rights increasingly difficult to enforce, which reduces the gains to society from granting those rights. It is also clear that society derives real benefits from increased openness, demonstrated particularly clearly by the increasing importance of open source software.

				All this tells us that getting the shape and scope of those rights correct is particularly important for the future of Open Culture.

				Information rights protecting the personality

				In my view the fundamental principles underlying information rights which protect personality are sound. They permit a rightholder to control the use of information which affects his or her personality, which is precisely the damaging activity which the right aims to deal with.

				Of course, the scope of these rights has been affected by the digital information revolution. Courts and legislators are frequently asked to review how much control the law should allow in cyberspace, but because the basic shape of these rights is still appropriate for cyberspace it is possible for their scope to evolve. Thus, for example, the English courts have begun to reject defamation claims based on online publication where the defendant has only a tenuous connection with the English jurisdiction.

				An important question of scope, which is also relevant for rights protecting information creations, is the extent to which information rights should be enforceable against intermediaries like ISPs. In cyberspace these intermediaries may be the only practical point of enforcement. Currently they have some immunity from such claims, based on their position as providers of essential infrastructure and the apparent impossibility of requiring them to monitor content and take decisions on its lawfulness. This latter justification is losing its force, as Chris Marsden notes in Net Neutrality: towards a co-regulatory solution, because the commercial pressures towards providing varying levels of transmission service quality are requiring intermediaries to analyse the content they carry, rather than dealing with information purely in terms of its addressing data. This is also an area where some courts appear to be attempting to evolve the immunity into a less absolute and more nuanced form. Ultimately this important policy issue will need to be addressed by fresh legislation.

				Rights protecting information creations

				By contrast, many of the rights which protect information creations are in entirely the wrong shape. The most important of these is copyright, and this is also the right which is in the worst shape for dealing with cyberspace issues.

				The precise aims behind the existence of copyright are far from clear, but at present it grants limited rights to creators so as to allow them to make an economic return, thereby encouraging further creations. It also permits creators to protect those aspects of their personality which are expressed in their creations from impairment through use of the creation by others. The return to society from the grant of these rights is that others can benefit from access to the protected works.

				
					The fundamental problem with copyright is that it attempts to achieve its aims by controlling copying. Even a moment’s thought reveals that copying has no direct connection with the law’s aims. Copying is a mere proxy for use of the creation, which is what the creator needs to control if the law’s aims are to be achieved.

				

				The fundamental problem with copyright is that it attempts to achieve its aims by controlling copying. Even a moment’s thought reveals that copying has no direct connection with the law’s aims. Copying is a mere proxy for use of the creation, which is what the creator needs to control if the law’s aims are to be achieved.

				When copyright was first devised all copies had to take the form of personal property. Personal property is both rivalrous and excludable, so that controlling the making of and dealings in this personal property also, indirectly, controlled use of the creation. However, cyberspace breaks the link between copies of information creations and any personal property on which that information is recorded. As a consequence, a third party may copy information without making any use of the creation which is legally significant, and may use the creation for economic gain without copying it.

				Copying is no longer an effective proxy for control of use. Recent developments in copyright law recognise this, and have extended copyright to encompass acts which do not necessarily require copying. Creators now have the exclusive right to communicate a work to the public and also to prevent the use of technologies which overcome access and copy protection technologies. These do not solve the problem, though, as they are mere additions to an edifice which is based on what turns out to be a false premise– that what needs to be controlled is copying rather than use.

				Restructuring copyright

				The law of copyright assumes a business model under which the exploitation of works is undertaken by selling physical copies of them. This business model is embedded deeply in the law. Unfortunately that business model no longer fits the exploitation of works in digital form.

				The obvious solution is to restructure copyright law so that it allows creators an appropriate measure of control over the use of their works. In other words, copyright should no longer be about copying!

				Restructuring the law in this way would require a revision of the balance between those uses which the law grants creators the right to control and those uses which are uncontrolled, and thus constitute the benefit which society receives in return for the grant of rights. Such a review would be lengthy and extensive, and require both further research and a clearer understanding of the new business models which will be adopted in cyberspace. However, it is appropriate to put forward some fundamental principles here, to act as a basis for further discussion.

				Commercial exploitation

				It seems axiomatic that the basic right which the law should grant to creators is the control of uses of a work which amount to its commercial exploitation. The law aims to encourage creators by securing for them a return, and that return will be achieved through commercial exploitation of the work.

				Commercial exploitation is, of course, more than merely selling copies of a work or providing paid access to it. For example, the use of audio or visual works in marketing or advertising is clearly a commercial exploitation. Interesting questions arise in relation to intermediaries such as YouTube– a video of an amateur performance of a musical work is not a commercial exploitation by the poster of that video, but hosting that video looks like commercial exploitation by YouTube because of the revenue from any accompanying advertising. Currently copyright law does not provide a clear answer to this issue, with the result that licence negotiations between YouTube and rights owners have been long-drawn-out and acrimonious. The general benefits to society from Open Culture might justify treating such hosting as non-commercial exploitation, even if it generates some revenue for the host– a relevant factor would clearly be the proportion of revenues from this source, compared to those from eg music videos licensed by the rights owner, which are clearly commercial exploitations.

				The concept of commercial Open Culture is already present to some extent in the existing law. A published musical work could be recorded by others under the statutory recording licence in s8 of the 1956 Copyright Act for musical works already lawfully exploited in the UK in the form of recordings; this is now substituted by licensing schemes under the control of the Copyright Tribunal under the 1988 Act. A restructuring of the law would create the opportunity to evaluate other kinds of works, most importantly movies and television programmes, to decide how far licensing schemes for their commercial exploitation would be appropriate to promote Open Culture.

				Non-commercial uses

				The starting point here should be that non-commercial uses of a work are not within the control of its creator because, by definition, a non-commercial use creates no return in which the creator could share. However, non-commercial uses still have the potential to damage the creator’s commercial exploitation of a work.

				The three-step test in art 10 of the WIPO Copyright Treaty allows signatory states to grant exceptions to copyright provided that these:

				do not conflict with a normal exploitation of the work and do not unreasonably prejudice the legitimate interests of the author.

				However, the copying business model embedded in our current copyright system has led to a restrictive view of when such exceptions should apply. If all copying requires the permission of the rightholder, irrespective of the kind of use involved, then the rightholder can charge for such permission. This leads to an understanding that the ‘normal exploitation’ of a work is by means of charging for making a copy. If this is the starting point, any unlicensed use which requires a copy to be made (as do all uses in digital form) must always be in conflict with normal exploitation.

				By starting afresh, we can define a new approach to deciding whether a non-commercial use conflicts with the rightholder’s commercial exploitation. It would be helpful to adopt a concept which is already known to the law, and the most obvious such concept is that of fairness.

				We must be careful not to confuse this concept with the US defence of fair use, which applies when the use made would otherwise infringe. Our new approach must reverse the emphasis; non-commercial use will not be an infringement unless it is unfair.

				What might unfairness mean in this context? A helpful concept can be borrowed from EU competition law, that of substitutability in the market. Defining the applicable market is essential when assessing whether activities are anti-competitive, and the main test for whether two products or services are part of the same market is whether a purchaser will substitute one for another. To put it more simply, the supply of bananas and apples constitutes two separate markets because a consumer, faced with a lack of bananas, will not buy apples instead.

				Thus my non-commercial use of a work should be prima facie unfair, and so an infringement of copyright, if it substitutes in the market for the rights holder’s own exploitation of the work. If it does not substitute then, subject to such other elements of unfairness as the courts may later develop, it should not infringe.

				To understand this principle it will help if we take an example which is realistic in the digital world. Let us imagine that I record a video of my ukulele performance of Under the Boardwalk and upload it to YouTube. Viewers of my video will not treat it as a substitute for the Rolling Stones’ recording of the same song and refrain from buying the Stones’ version. My recording will not satisfy their desire for the song, no matter how closely I succeed in replicating the Stones’ performance. Thus my non-commercial use would not infringe the Stones’ rights because it is not unfair.

				Conversely, if I rip that Stones CD to my computer and then make an MP3 of Under the Boardwalk accessible via some file-sharing platform, those who obtain a copy from me will treat it as a substitute for the copy available commercially. Thus file-sharing (of commercial recordings at least) would be an unfair use and remain an infringement, even if it is undertaken on a non-commercial basis.

				Of course, this apparently simple approach is a little more complex than at first sight because most of the works which are likely to be used in an Open Culture context will tend to have multiple creators with different interests and modes of normal exploitation. To take the song Under the Boardwalk as our example there are two sets of creators involved.

				The Rolling Stones created the performance under consideration. They make revenue by (a) performing the song live, (b) selling copies of their recording on CD or online, and (c) selling merchandise such as T-shirts which refer to the recording or the album containing it. As discussed above, my own performance does not substitute for their version in the market in relation to any of these revenue streams, and thus does not conflict with their normal exploitation of the work.

				The music and lyrics were composed by Arthur Resnick and Kenny Young. They exploit their creation by way of licensing the making of recordings, usually taking revenue in the form of licence fees. Does my recording interfere with this exploitation? An analysis of their revenue streams might assist here.

				
						•	All the licensing schemes offered by PRS for Music are based on the distribution or communication of the recording. There is no separate licensing scheme for making private recordings, even though under current copyright law such unlicensed recordings infringe copyright. This would suggest that a private recording of the song will not conflict with the songwriters’ exploitation, and is thus not unfair.

						•	Posting the video to YouTube generates no direct revenue for me as its creator, and the Resnick/Young income stream is normally derived as a royalty from commercial sales. The fact that I derive no income from my posting, and thus there is nothing to share, would be a factor suggesting that my posting is not an unfair use. This is supported by the fact that there is no available licence for this activity from PRS for Music. By contrast, if I were using the recording to promote my (paid for) performances then this might well be viewed as an unfair use. In this case, though, I generate revenue indirectly via my use which would classify it as commercial exploitation requiring a licence (see above).YouTube generates revenue from advertising on a per-view basis, so it is arguable that this is a revenue stream in which Resnick/Young should participate. This then takes us back to the policy discussion about the social utility of hosting spaces for Open Culture, and whether such hosting should or should not be treated as commercial exploitation.

				

				This approach to commercial and non-commercial exploitation seems to work for most creators, with the possible exception of poets (though it is notorious that the income which poets derive from the use of their creations is de minimis and so this may not be a glaring defect).

				Protecting the creator’s personality

				At this early stage of thinking it appears that the creator also needs the right to control uses which adversely affect his or her personality. There are three elements to such control:

				
						•	Preventing any use at all. The use of a work inevitably affects the reputation of the creator. Creators thus need a right, probably a near-absolute right, to control the first use of a work. As an example, suppose that I undertake a piece of legal research, write it up, and on re-reading it decide that it is not of the quality I wish to make public. Were my university to publish that work against my wishes, my reputation would be adversely affected. Of course, if I have taken the decision to publish and then regret it, my rights to control further use would be based on the principles of commercial exploitation because the effect on my personality has already occurred.

						•	Attribution. A claim to attribution is so obviously unanswerable (in the absence of eg contractual restrictions which the law will enforce) that no further justification is given here.

						•	Use in a manner which adversely affects the creator’s personality. This is related to the moral rights concept of derogatory treatment of a work, but focusing on the personality of the creator rather than on the work itself. Open Culture requires that I be able to use a work in a way which its creator did not intend– indeed, much of Open Culture depends on use in such a manner. However, all legal systems provide protection against conduct which causes psychological harm or reputational damage, through concepts such as harassment and defamation, and this seems to be just another aspect of that protection. Of course, there is a clear tension with the principle of freedom of speech which would need to be resolved when devising the scope of this right.

				

				Evolution of rights for Open Culture

				The rights in works which protect their creator’s personality appear to be capable of evolving to meet the challenges of Open Culture. These rights are not absolute but are relative, which allows the courts to modify their boundaries in accordance with changes in the way society works.

				However, copyright is incapable of such evolution. Its basis in copying rather than use renders it unfit to deal with the kinds of uses which society might wish to be free, in order to encourage Open Culture, precisely because all digital uses of a work require copies to be made. This gives little or no scope to re-examine the boundaries of copyright.

				Of course there is no prospect of fundamental copyright reform in the near future. The current shape of copyright is defined by international instruments, most importantly the Berne Convention, the WIPO Copyright Treaty and the TRIPS Agreement. Changing these instruments requires consensus among the majority of national governments, and rightholders have an entrenched position of influence so far as changes are concerned.

				In the long term, though, change may be forced by the death of copyright. The copyright system already fails to cope well with the challenges of digital technologies and cyberspace, and it is hard to see how it can be modified to cope simply by the accretion of new rights. If copyright is unable to evolve, the world will be forced to seek out an alternative. I think that alternative is to be found in rights to control use, rather than rights to control copying.•

				Chris Reed is Professor of Electronic Commerce Law, Queen Mary University of London School of Law, Centre for Commercial Law Studies.

				A version of this article with full footnotes, some explanatory and some giving attributions, is available on the SCL web site.
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				Creative Commons Licences: What to Do with the Database Right?

				Creative Commons licences are intended to be translated and adapted to the laws of many jurisdictions. Local or regional peculiarities of the copyright regime can sometimes require an adaptation to the licences that would disrupt their worldwide similarity. Lucie Guibault focuses on one of these peculiarities: the European sui generis database right

				A. Introduction

				Contrary to other open content, like the GNU General Public Licence, Creative Commons licences (CC) are, so far as possible, translated and adapted to the laws of many jurisdictions. The rationale behind this structure is the belief that in this way the CC licences are better accepted among users, better admissible in court, better adaptable to new techniques or situations and that they better empower the authors.1 To date, more than 50 jurisdictions have transposed the licences in their legal systems and more than ten other jurisdictions are currently involved in the porting process.2 

				Local or regional peculiarities of the copyright regime can sometimes require an adaptation to the licences that would disrupt their worldwide similarity, however. Specific issues have arisen during the national translation process with respect to moral rights, neighbouring rights and the European sui generis database rights.3 The result of this translation and adaptation, otherwise known as ‘porting’ process, may well be that the CC licensing system will tend to become increasingly complex both for authors and users, with a high risk of incompatibility between licences.

				This article focuses on the European sui generis database right. It first describes the main provisions of the CC licences and their international porting process (Section B). The following section explains how and why the database right was excluded from the scope of the licences (Section C), then the article discusses the possible consequences of such exclusion for the Creative Commons movement and for the users of the licences in Europe (Section D), before drawing some concluding remarks (Section E).

				B. The Creative Commons licences in a nutshell

				The Creative Commons licensing system offers a set of standardised and automated licences that authors can affix to their work in order to indicate under which conditions the work may be used. Thanks to these licences, it is no longer necessary for users to contact the rights holder prior to every use of the work to find out what can or cannot be done with the work. The work is therefore made available to everyone in accordance with the conditions of the chosen licence. The CC core licensing suite lets authors mix and match conditions from the following four options: 

				[image: Image16922.PNG]Attribution (BY) Authorises others to copy, distribute, display, and perform the copyrighted work – and derivative works based upon it – but only if they give credit in the manner the author requests.

				[image: Image16930.PNG]Noncommercial (NC) Authorises others to copy, distribute, display, and perform the work – and derivative works based upon it – but for noncommercial purposes only.

				[image: Image16939.PNG]No Derivative Works (ND) Authorises others to copy, distribute, display, and perform only verbatim copies of the work, not derivative works based upon it.

				[image: Image16946.PNG]Share Alike (SA) Allows others to distribute derivative works only under a licence identical to the licence that governs the work.

				A licence cannot feature both the Share Alike and No Derivative Works options. The Share Alike requirement applies only to derivative works.

				Since the launch of version 1.0 in the United States in 2002, the Creative Commons licences have been tweaked three times, yielding versions 1.0, 2.0, and 3.0. Only the first upgrade of the licences, eg from version 1.0 to version 2.0, involved a change in the core stipulations. One year into the existence of the licensing tools, it had already become obvious that the vast majority of authors who licensed their work under a CC licence wanted to be credited for their work. Upon implementing version 2.0 of the licences, the Attribution clause became the only mandatory stipulation in the CC licences. Versioning from 1.0 to 2.0 also brought a change to the Share Alike provision which was made more flexible. Version 3.0 introduced subsequent modifications and improvements to the text of the licences, either to clarify some key concepts or to make a licence easier to use.

				National jurisdictions are able to ‘port’ the CC licences to their local legal system based on ‘unported’ licences, which are in principle jurisdiction-agnostic: they do not mention any particular jurisdiction’s laws or contain any sort of choice-of-law provision. While versions 1.0 and 2.0 of the ‘unported’ licence (previously known as the ‘generic’ licence) were based on the provisions of the US Copyright Act, version 3.0 of the ‘unported’ licences is instead based on the provisions of the Conventions of Berne and Rome. This means that, though there is no reason to believe that the licences would not function in legal systems across the world, it is at least conceivable that some aspects of the licences will not align perfectly to the laws of a particular jurisdiction.4 It is important to point out that problems of incompatibility may arise either because national courts may give a different judicial interpretation to key concepts at the root of the CC licences (eg the ‘non-commercial’ clause) or because the porting process itself is at different stages in the national jurisdictions (the French CC-licences are still at version 2.0 while the Dutch CC-licences have been upgraded to version 3.0).

				C. The European Sui Generis Database Right

				The database right is a purely European phenomenon, since only makers of databases showing substantial investment who are located in the European Economic Area can benefit from the protection afforded on the basis of the Database Directive.5 It is therefore not surprising to note that databases are only indirectly covered by the unported Creative Commons licences. The definition of ‘Work’ under the licences includes the literary and/or artistic work offered under the terms of this License including without limitation any (. . .) compilation of data to the extent it is protected as a copyrightable work. Of course, no explicit reference is made to the European database right.

				When porting the CC licences to their national law, several European jurisdictions took it upon themselves, for the sake of completeness, to include databases as a subject-matter of the licences. This is the case for the Netherlands, Germany, France and Belgium, where version 2.0 also added ‘extraction and reutilization’ of substantial parts of a database in the version 2.0 rights grant, as the equivalent to the right of reproduction, performance and distribution for works covered by copyright and neighbouring rights.

				This European initiative was not viewed favourably by the founders of the Creative Commons licences because:

				
						•	the licences are said to protect the fruits of creative effort and not merely investment

						•	the database right is purely European and its inclusion in the licences could lead to legal uncertainty for database makers residing outside Europe

						•	there was fear that some licensors would try to contractually claim protection on databases, thus ‘importing’ the database right, in jurisdictions that do not recognise it.6

				

				Consequently, a compromise was reached before version 3.0 was to be ported anywhere in Europe. The Dutch definition of ‘Work’ still includes ‘the copyrightable work of authorship put at disposal under the terms of this License. For the purposes of this License a Work should also be taken to mean the phonogram, the first recording of a film and the (broadcasting) programme in the sense of the Neighbouring Rights Act and the database in the sense of the Database Act, insofar as such phonogram, first recording of a film, (broadcasting) programme and database is protected under the applicable law within the User’s jurisdiction’. However, the licence elements requirements (Attribution, Non-Commercial, No-Derivatives, and Share-Alike) are no longer applied to database rights. This follows from para 4(e) of the European transposition of the licence, which reads:

				‘For the avoidance of doubt, it must be noted that the aforementioned restrictions (paragraph 4(a), paragraph 4(b), paragraph 4(c) and paragraph (d) do not apply to those parts of the Work that are deemed to fall under the definition of the ‘Work’ as stated in this License solely on account of compliance with the criteria of the sui generis database law under national law implementing the European Database Directive’.

				Database rights have been effectively removed from the scope of version 3.0. As a result, the optional licence elements will lose their effect and not be applied to databases, insofar as they are protected under the sui generis regime. Thus, the licensor of a database licensed under an Attribution Share Alike Netherlands 2.0 licence will expect derivatives to carry the Share Alike element and stay in the Commons. However, the Share Alike interoperability clause allows that any derivative of the database may be relicensed under a licence which may state that the licensing restrictions, including Share Alike, cannot be applied to a database. Therefore, the second derivative will not be shared with the Share Alike element, and the original licensor’s expectation will be disappointed as far as Attribution, Non-Commercial and Share Alike are concerned: these restrictions will not be applied.

				D. The Consequences of Excluding the Database Right

				This state of affairs regarding the scope of the CC licences can lead to either one of two diametrically opposite reactions on the part of potential users of CC licences in Europe: either they will agree to share the content of their database widely and without restriction, thereby living up to the sharing ethos of the CC movement; or they will persist in their wish to apply licensing restrictions (such as Attribution, Non-Commercial and Share Alike) to the distribution of their databases and will therefore seek a licence that will allow them to do just that.

				To date, makers of databases, be they (semi)public authorities or private entities, who are willing to share their data without restriction are still relatively few. It could therefore be argued that the waiver of the database right inside the main CC licensing suite does not necessarily correspond with reality. Moreover, such waiver in the core suite may no longer be necessary to encourage makers to share their data since the launch, in February 2010, of the CC0 1.0 Universal Public Domain Dedication.7 This document was drafted with the belief that some owners of exclusive rights wish to permanently remove these restrictions from their work for the purpose of contributing to a commons that the public can reliably build upon as freely as possible for any purposes and in any form whatsoever.Owners of rights who license under a CC0 Dedication therefore fully, permanently, irrevocably and unconditionally waive, abandon and relinquish their copyright and related rights with respect to a work to the fullest extent permitted by applicable law. The text of the Dedication expressly refers to the database rights, ‘such as those arising under Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases, and under any national implementation thereof, including any amended or successor version of such directive’. CC0 is meant to serve as a ‘Universal’ legal tool, capable of being used in all jurisdictions without the formal porting process CC traditionally uses for its core licences.

				More often, European makers of databases will want to assert their rights on their databases along with their other copyright protected works. The strong position adopted by Creative Commons against the licensing of database rights under the main CC licences suite gave the Open Knowledge Foundation a golden opportunity to fill the gap and come up with its own set of licences applicable to databases.8 The Open Data Commons, a project run by the Open Knowledge Foundation, developed three different licences to suit the needs of the community: the Public Domain Dedication and License (PDDL) – ‘Public Domain for data/databases’, the Attribution License (ODC-By) – ‘Attribution for data/databases’, and the Open Database License (ODC-ODbL) – ‘Attribution Share-Alike for data/databases’. Although these licences are still rather new, they are gaining definite interest within the community.9

				E. Conclusion

				Because the European sui generis database right had the potential to disrupt the worldwide similarity of the CC licences, the decision was made to force owners of database rights to waive their rights altogether inside the core CC licensing suite. In practice, the exclusion of the database right from the scope of the CC licences leads to either one of two diametrically opposite consequences: either licensors live up to the ideology that lies at the root of the decision to exclude the right from the scope of the CC licences; or they turn to a (competing) licence that does meet their needs, ie one that attaches conditions to the use of their databases. While the first reaction reinforces the sharing ethos of the Creative Commons movement, the second tends to fragment it. The ultimate choice therefore appears to lie between strengthening the standardization of open content licences and customizing licences to the needs of their users. Only time will tell which of the two will gain the upper hand.•
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