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Abstract. Generally, a piece of information (key, password, etc.) is classified as
secret when it gives to its owner some privileges or protections. For instance,
cryptographic keys can be used for several purposes such as to prove our identity
(authentication), to keep our anonymity, to protect our data against malicious ma-
nipulation, etc. The secrecy property within cryptographic protocols is generally
defined as follows : A given protocol P keeps a message M (M can be a key)
secret, if an intruder will not be able to reveal the value of M during any execution
of this protocol.

In this paper, we prove that some cryptographic protocols can involve the
following amazing situation: the intruder can never discover the value of a
given key k& but he is able to both encrypt and decrypt any message using
this key k. We baptize this kind of awful cryptographic protocols by chaotic
protocols. This fact has been discovered when analyzing the one-way Woo
and Lam authentication protocol using the Dymna approach which is specially
developed for the verification of cryptographic protocols. Abadi and Needham
present an attack against this protocol and proposed a new corrected version .
Surprisingly, we prove in this paper that the new proposed version is also a chaotic
protocol. Finally, some interesting features of chaotic protocols are discussed in
this paper.
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1 Motivations

Since the advent of Internet, the list of intrusions in computer systems, flights of infor-
mation via this network and other security incidents, does not cease lengthening. Internet
has not only given a perfect window to the tradesmen of the whole world who find the
occasion to benefit from a world virtual market, but also gives many ideas to all those
who look for easy money and those who find a great pleasure to ransack computer sites
of others.

Cryptographic protocols (an orderly defined sequence of communication and com-
putation steps using cryptography.) are the most effective and the widespread used
means to meet security needs (confidentiality, integrity, authentication, non-repudiation,

* This research is supported by a research grant from the Natural Sciences and Engineering Coun-
cil of Canada, NSERC, the "Fonds Québécois de la Recherche sur la Nature et les Technologies",
FQRNT, and "Commission Permanente de Coopération Franco-Québécoise", CPCFQ.

A. Lagana et al. (Eds.): ICCSA 2004, LNCS 3043, pp. 938-048] 2004.
(© Springer-Verlag Berlin Heidelberg 2004


Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.3
     Für schnelle Web-Anzeige optimieren: Nein
     Piktogramme einbetten: Nein
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 2400 2400 ] dpi
     Papierformat: [ 595.276 824.882 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 2400 dpi
     Downsampling für Bilder über: 3600 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Farbe nicht ändern
     Methode: Standard
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Ja
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Ja
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Ja
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Ja
     EPS-Info von DSC beibehalten: Ja
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Ja

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments true
     /DoThumbnails false
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize false
     /ParseDSCCommentsForDocInfo true
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue true
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.3
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends true
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo true
     /GrayACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /LeaveColorUnchanged
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 300
     /EndPage -1
     /AutoPositionEPSFiles true
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 1.5
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 2400
     /AutoFilterGrayImages true
     /AlwaysEmbed [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 300
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 2400 2400 ]
>> setpagedevice
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anonymity, goods and money atomicity, etc.). Therefore, the correctness of these proto-
cols is paramount since the risks of their use are real, especially when they are involved
in sensitive fields such as military (where there are human lives in danger) and banks
(where there is a lot of money) and the least error can generate undesirable and often
irreversible consequences.

Today, it is well-known that the design of cryptographic protocols is error prone. Sev-
eral protocols have been shown flawed in computer security literature [4] many years
after their publication and use. In spite of the interesting activities of research which led
to correct a significant number of errors in the design of cryptographic protocols using
different methods, the problem still not overcome and far from being controlled. This
is due, on one hand, to the complexity and the subtlety of the cryptographic protocols
themselves and, on the other hand, to the limitations of the current methods and tech-
niques. A complete bibliography and a comparative study of these methods can be found
in [23J44819UTOIT TIT2].

The main points addressed by this work are the following:

— we introduce a new class of cryptographic protocols called chaotic protocols. These
protocols have the particularity to allow an intruder to both encrypt and decrypt any
message he wants using unknown keys.

— we prove, using the Dymna approach [516/7], that the one-way Woo and Lam au-
thentication protocol [13] is chaotic. Furthermore, we give the corrected version of
this protocol proposed by Abadi and Needham in [[I] and we prove that it is also
chaotic.

— we exhibit some interesting features of chaotic protocols and we discuss their impact
on the analysis of cryptographic protocols.

The remainder of this paper is organized as follows: In Section[2] we review the basic
notation and terminology used within cryptographic protocols. In Section[3] we present
how the Dymna approach can be used to analyze cryptographic protocols given in their
standard notation. In Section Ml we introduce chaotic protocols (protocols that allow
an intruder to encrypt and decrypt any message using unknown keys) and we use the
Dyman approach to prove that both the original version Woo and Lam protocol together
with the corrected one proposed by Abadi and Needham are chaotic. Finally, in Section
some concluding remarks and important features of chaotic protocols are ultimately
sketched as a conclusion.

2 Basics

In this section, we introduce the basic notations that will be used throughout this paper.
This protocol notation, which we refer to as the standard notation, is based on a fairly
standard informal notation used by the security protocol community. A message is com-
posed of one or more primitive words. A message m encrypted with key & is written
{m} and forms a word by itself. Concatenated messages are separated by commas.
Message contents (words) have the following naming conventions: Encryption keys and
nonces are respectively written k£ and V. Principals are written A, B, S and I, where A
and B stand for principals who wish to communicate, S for a trusted server and [ for a



940 M. Mejri

potential intruder. Subscripts will be used to denote an association to a principal; thus,
for example N, is a nonce that belongs to A and k, is a shared key between A and S.
Here is the BNF syntax of messages:

m:u=A Principal Identifier
| N, Nonce
| &k Key
| n Numeral
| X Message Variable
| {m}x Encrypted Message

| m,m’ Message Concatenation

A protocol P is a sequence of communication steps. Each step has a unique identifier
and specifies the sender, the receiver and the transmitted message. More precisely P has
to respect the following BNF grammar:

P:=({i.A— B:m)| PP

As an example, we give in Table[Tlthe one-way Woo and Lam authentication protocol
[13l[14]. This protocol relies on symmetric-key cryptography and allows a principal A to
prove his identity to principal B. The description of the protocol can be read as follows:
(1) A initiates the protocol and claims his identity to B; (2) B replies by sending the
nonce N, and asking A to encrypt it under ks in order to prove what he claimed; (3)
A returns the nonce N, encrypted under k,s; (4) B forwards the response encrypted,
together with A’s identity, under ky for verification; (5) S decrypts the received message
using B’s key, extracts the encrypted component and decrypts it using A’s key and re-
encrypts under B’s Key. If S replies {Np},., then B will find IV, after decrypting it
and he should be convinced that A is really running this session with him.

Table 1. The Woo and Lam Protocol

(I.A— B: A).

<2. B— A: Nb>.

<3. A— B: {Nb}kas>‘

(4. B = 5: {A AN} ks bhys)-
<5. S — B {Nb}Kbs>

In the following section we describe the Dymna approach that will be used to analyze
cryptographic protocols.

3 Approach

The main idea underlying the Dymna approach [5/6)7]] is to come up with a model that
captures in a finite way all the intruder abilities. Basically, the intruder’s abilities are
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formally captured by an inference system that take into consideration both the intruder’s
traditional abilities (encryption/decryption, composition/decomposition, etc.) together
with additional abilities extracted from the analyzed protocol itself. Once generated, this
inference system is used in a goal-directed way to search for a potential security flaw.
More precisely, the verification process needs the following steps :

3.1 Role Extraction

A role is a protocol abstraction where the emphasis is put on a particular principal. For
instance, in the case of the Woo and Lam protocol of Table[T], three roles, denoted A, 13
and S, can be extracted. They respectively correspond to principals A, B and S and are
defined as following:

A= (i.l,A— I(B): A).
(i.2,1(B) — A: Np).
(i3, A — I(B): {Ni}1,.)

B=(i.l,I(A) = B: A).

(i.2, B — I(A) : Np).

(i.3,1(A) = B: {Ni},.)-

(14, B = 1(S) : {A, {Ni b Yo )-

(.5,1(S) = B : {Nj}i,.)

S = <i-4>B -5 {A?_{Ng}kas}kbs>'
(i.5,A = B: {Ni}p,.)

As we can see, we have added a session identifier (¢) to each communication step.
Furthermore, we have associated this identifier to each fresh message to capture the fact
that values of these messages change from one session to another.

3.2 Role Generalization

From the roles, we extract what we call generalized roles. A generalized role is an
abstraction of a role where some messages are replaced by variables. Intuitively, we
replace a message or a component of message by a variable, if the receiver of this
message could not do any verification on it. For instance, in the Woo and Lam protocol,
the principal A receives, at the second step, a nonce N; that he is not able to verify its
value. Then, we replace the nonce N; by a variable X and we obtain the following A’s
generalized role:
Ac=(i.1,A = I(B): A).
(1.2, I(B) = A :X).
(i3, 4 —I(B): {X},.)

The principal B receives at the third step a message encrypted by an unknown key
({N{}k,.)- Therefore, he cannot do any verification on this message and we can replace
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it by a variable X. Therefore, the generalized role associated to B is:

Bo=(il,I(A) = B :A).
(1.2, B — I(A): N}).
(i3, I(A) =B :X).
(1.4, B = I(S) : {4, X}1,.).
<i'57 I(S) — B : {Ng}ktbs>

Finally, since S does not previously know the values of N/, then this message can
be replaced by X. In summary, the generalized role associated to .S is the following:

Seg=(4,1I(B) =S {A{X} i, }r.)-
(1.5, —=I(B): {X}g,.)

3.3 Proof System Generation

Starting from the generalized roles we extract a set of inference rules. Each rule corre-
sponds to an output (message sent by an honest agent) in a generalized role. The rules
premisses contain all the message received by the role until the corresponding output,
whereas the conclusion contains the output message. The general form of an inference
rule is:

P1..-Pn
&
where p1, ..., p, and c are messages. Here is the way such an inference rule should be
read: the intruder could supply the protocol with the messages p1, . .., p, in order to get

the message c from the protocol. Furthermore, we will endow each inference rule with
a sequence of protocol steps (a scenario) showing how the intruder could instrument the
protocol with the information py, . .., p, so as to get the message c.

The inference rules that could be extracted from the Woo and Lam protocol of Table
[[are given in Table[2l The rules R; and Rj3 are extracted from the generalized role of A,
the rule R, and R4 from the generalized role of B, and the rule R5 from the generalized
role of the server. The rule R», for instance, states that the intruder could instrument the
protocol so as to get the message { X },, provided that he supplies the protocol with
X, whereas the scenario attached to this rule shows how this goal can be achieved.

3.4 Verification

Informally, the verification process consist on checking wether a protocol satisfies its
security goals in the presence of powerful intruder. The intruder computation abilities
are captured by a proof system that contains two parts:

— The computation abilities given by the protocol itself. This part contains all the rules
extracted from the analyzed protocol. For the Woo and Lam protocol (Table[I), these
rules are given by Table[2l

— Usual computation abilities: The intruder has an initial knowledge K generally
made of the keys that he shares with other principals, nonces, the server identity
and other principal identities. Furthermore, the intruder can encrypt and decrypt
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Table 2. The Deductive Proof System Associated with the Woo and Lam Protocol

H \ Inference Rules \ Scenarios H
HRl\ — \(u A — I(B): A) H
Ro A (.1 I1(A) — B :A).
Ny (t2 B — I(A): Ny)
(i1 A — I(B): A).
Rs ﬁ (i21(B) — A :X).
b @3 A — I(B): {X}ka)
(1.1 I(A) — B : A).
R A X (i2 B — I(A):N}.
Y TA XTh. (i3 I(A) — B :X).
(t4. B — I(S) : {A, X}i,.)
R | HAAX broe b, (G4 1(B) — S A {X Fras T, )-
° {X}kbs < 5 8 — I(B) {X}kbs>

any message under known keys ( rules R, and R;). In addition, he has the ability
to compose (concatenate) and decompose messages ( rules R.,, R., and R.,). All
these usual abilities are formalized by the rules given in Table[3

Table 3. The Usual Abilities of the Intruder

lEncryption \Decryption \Knowledge
X Y XYy ¥ X eK;
Re . W Rd . T RK . X

|Left Decomposition[Right Decomposition[Concatenation

The sequent K; =p m is used, in the rest of this paper, to state that the intruder
is able to know the message m, using his initial knowledge K, the rules of his usual
abilities and the ones extracted from the protocole P.

Now, it remains only to formalize security properties to be able to analyze crypto-
graphic protocols. Within our approach, a security property has to be specified in terms
of a set of constraints {K} E=p m',..., K? E=p m"}, meaning that if the intruder is
able to prove the sequents K} [=p m',..., K7 =p m", then the security property
is not satisfied. For instance, the verification of the secrecy property (does a protocol
P keeps a message m secret?) turns to check whether the sequent K; =p m can be

proved or not. Other interesting properties such authentication can also be amounted to
constraints verification problem.
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4 Chaotic Protocols

In this section we show some very important facts from the analysis of the Woo and Lam
protocol using the previously described approach. The first one concerns the definition
of the secrecy property which is the fact of keeping secret a given piece of information.
This aspect of security is considered as the oldest and the best known. Even if they are
different formalisations of this property, almost all of them lead to the same informal
meaning: we say that a protocol preserves the secrecy of a message m, if it does not
leak the value of m during its execution. The messages (parameters) of the protocol that
have to be kept secret are generally cryptographic keys and other sensitive data. Now
suppose that our secret information is a key k, then the questions that we address are : if
we are sure that the intruder can never reveal the value of k, is that a guarantee that the
intruder can never use k to both encrypt and decrypt any message he wants? If, it is not
(i.e., even if the intruder does not know the value of a key, he still is able to both encrypt
and decrypt any message he want using this key), then does keeping the key secret has
any sense?

It is commonly known that the main use of cryptographic keys is to perform encryp-
tion and decryption. Surprisingly, the fact of being sure that the value of a key cannot
be known by the intruder is not a sufficient protection for this key. In fact, as we will
show with the Woo and Lam protocol, if the secret keys are involved in a badly designed
protocols, then that may lead to a serious problem that consists in giving an intruder the
power of both encrypting and decrypting any message he wants using keys that he does
not know. Protocols that endow the intruder with this extra power are called chaotic.

Notice that there are many protocols, specially challenge-response authentication
protocols, which may allow an intruder to encrypt or decrypt messages. But they will
not allow him to both encrypt and decrypt messages.

Definition 1 (Chaotic Protocol). Let P be a protocol and K a set of secret keys involved
in P. We say that P is chaotic with respect to K, if it allows an intruder to both encrypt
and decrypt any message he wants using any key in K.

Within our approach this definition can be formalized as follows : Let P be protocol
and K a set of secret keys involved in P and K1 be the initial knowledge of the intruder (
K;NK = 0). The protocol P is chaotic, if the following two constraints can be resolved:

Kru{m} Ep {m}e
Kru{{m}e} Fp m

Now, let’s prove that the Woo and Lam protocol given by Table[Ilis a chaotic protocol
with respect to {kqs }-

Theorem 1. The Woo and Lam protocol given by Table [Ilis a chaotic protocol with
respect 1o {kqs}.

Proof. — The intruder can encrypt any message using the key k,: This goal can
be formalized as follows:

Kru{m} =p {m}s,,
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The rule R3 of Table[2 gives an immediate answer to our question. In fact, this rule
states that the intruder can obtain any message { X }1,. provided that he can supply
X.

Table 4. Proof Attached to K1 U {m} Ep {m}x,.

m € K;U{m}

Rk : ™
{mtia,

Rs[m/X] :

The scenario attached to this rule explains how this possible. After applying the same
substitution ({X + m}) to this scenario the proof of "K; U {m} Ep {m}x,."is
as shown by Table[3]

Table 5. Scenario associated with K7 U {m} =p {m}x,,

(i1 A — I(B):A).
(i.2. I(B) — A :m).
(i3. A — I(B):{m}s,.)

— The intruder can decrypt any message using the key k,: This goal can be for-
malized as follows:

Kru{{m}r,.} Ep m

Actually, this goal can be reached and the proof is given in Table bl The scenario
showing how this is possible is illustrated by Table[7l.

The Woo and Lam protocol given in Table[d] is known to be flawed many years ago.
In particular, Abadi and Needham present an attack to the protocol in [1] and suggest
the new corrected version given in Table[8 Surprisingly, the new proposed version is
also a chaotic protocol. Hereafter, we give the proof.

Theorem 2. The Woo and Lam protocol given by Tablel8|(corrected version) is a chaotic
protocol with respect to {kqs }-

Proof. — The intruder can encrypt any message using the key k., : Using the
inference system, we want to know whether the intruder can encrypt any message
using the key k. This goal can be formalized as follows:

Kru{m} =p {m}s,,
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Table 6. Proof Attached to K1 U {{m}r,.} Fp m

CAe K u{m} Am}r,. € KrU{m}
R R S fixc: Mikqs
es 7t A {m}r,.
A, {m} kis
Rea-3 2 U7 Ras WS
Raos - {{fé}{m}kus}m Ry - Fis € [;?_U {m}
Rdo-l . kis = s
Where:

o1 =X mY —kis] o2=[X+— m;B— I
o3 =X A {m}e.;Y = kis] oa=[X—AY — {m},.]

Table 7. Scenario Attached to K; U {m}k,, Ep m

(341 — S {A {mYr,, }r..)-
(1.5 8 — I :{m}r.)

Table 8. The Corrected Version of the Woo and Lam Protocol

(1.A— B: A).

<2. B— A: Nb>.

<3 A— B: {Nb}ka5>-

<4. B—S: A,B7{Nb}kbs>~
<5. S— B: {A’Nb}Kbs>

Table 9. Corrected Version: Scenario associated with K1 U {m} E=p {m},,

(i1 A — I(B): A).
(1.2. I(B) — A :m).
(i.3. A — I(B):{m},.)

The proof is same to the one given for the original version of the protocol and the
attack scenario is as shown by Table Ol

— The intruder can decrypt any message using the key £,

Using the inference system, we want to know whether the intruder can decrypt any
message encrypted by the key k.. This goal can be formalized as follows:
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Kru{{m}r,.} Ep m

The proof is same to the one given for the original version of the protocol and the
attack scenario is as shown by Table [[0.

Table 10. Corrected Version: Scenario Attached to K7 U {m}x,. Ep m

(41 — S:{A, {m}r,. tr;.)-
(.58 — I :{m},)

5 Conclusion

We reported in this paper a new class of protocols, named chaotic protocols. Intuitively a
protocol is chaotic if it allows an intruder to both encrypt and decrypt any message using
keys without knowing the values of these keys. This serious problem has been discovered
using the Dymna approach when analyzing the Woo and Lam one-way authentication
protocol. Abadi and Needham present an attack against this protocol and proposed a
new corrected version in [1]. However, we have proved that the new proposed version
is also a chaotic protocol.

As a consequence, this find has arisen some important questions about how cryp-
tographic protocols should be analyzed. The first one concerns the secrecy property. In
fact, when analyzing cryptographic protocols this property is in almost all cases formal-
ized in term of whether an intruder can directly know the supposed secret information.
However, chaotic protocols show that this definition of secrecy may be inadequate since
even it is satisfied some serious problems (intruder still be able to both encrypt and
decrypt messages using keys that he never know their values) may persist.

Furthermore, we can extract at least the following important features of chaotic
protocols:

— Any chaotic protocol with respect to a set of secret keys K fail to satisfy any security
gaol (secrecy, authentication, integrity, anonymity, etc.) build on the top of keys in
KC. Therefore, given a protocol and a security property we can analyze it by first
understand on which keys these properties are based and then we check whether
this protocol is chaotic with respect to these keys or not.

— Ifaprotocol P is chaotic with respect to a set of secret keys /C then any other protocol
P’ that run in parallel with P is also chaotic with respect to K. Suppose for instance
that P is the Woo and Lam of TabldI] and P’ another protocol that it is proved to
be correct when analyzed alone. Suppose also that P’ use the same key k;, used in
P, then an intruder can employ the protocol P as a cryptographic system to encrypt
and decrypt any message using the key k,;, and use the results to attack P’. From
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this fact, it follows that it could be dangerous to use same keys in different protocols
as many persons do (using the same password for different purposes). Besides, the
correctness of a given protocol cannot be ensured by simply analyzing the protocol
alone without taking into consideration its environment (the other protocols that will
be executed in parallel with it).
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