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Astrt

At present there are a nffmber of di੖erent ePffb-compatible Reading Systems be-
ing defieloped by di੖erent companies. Each of these is reqffired by content pffblish-
ers to implement some form of Digital Rights Management (DRM), and each ffsffally
implements either their ofln form of encryption and rights management. is has
the side-e੖ect of making content from one distribfftor ffsable only on that distrib-
fftor’s ofln systems, flhich rffns contrary to the aim of a single ffnifiersal standard
for electronic pffblications sffch as [EPUB3]. As a resfflt the International Digital
Pffblishing Forffm (IDPF), maintainer of the ePffb standard, has issffed a call for pro-
posals on a lightfleight protection system for ePffb-based content flhich coffld be
implemented by any reading system. is docffment offtlines a proposed protection
system designed by Kobo based on the [OCF3] format described by the IDPF.





CONENS i

Contents

Proposl Informtion vii

1 Premle 1

1.1 Editorial and Conformance Confientions . . . . . . . . . . . . . . . . . . 1

1.2 Namespaces and Identi੗ers . . . . . . . . . . . . . . . . . . . . . . . . . . 2

2 Overview 3

2.1 Affthentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.1.1 Affthentication Mechanisms . . . . . . . . . . . . . . . . . . . . . 4

2.2 Certi੗cate Chains and Root of Trffst . . . . . . . . . . . . . . . . . . . . . 9

2.3 Content Signing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.3.1 Nested Signatffres . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.4 Content Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.5 Rights Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.5.1 Usage Information . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.5.2 Watermarking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.5.3 Editing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.5.4 Effiamples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3 Authentition Protool Detils 21

3.1 Affthentication Core Syntaffi . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.1.1 e Authentication Element . . . . . . . . . . . . . . . . . . . . 21

3.1.2 e Mechanism Element . . . . . . . . . . . . . . . . . . . . . . . 22

3.1.3 e AuthInfo Element . . . . . . . . . . . . . . . . . . . . . . . . 23

3.1.4 e ConfirmationValue Element . . . . . . . . . . . . . . . . . . 24



ii CONENS

3.1.5 e UserDisplayValue Type . . . . . . . . . . . . . . . . . . . . 24

3.1.6 e Prompt Element . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.1.7 e Hint Element . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2 Mechanism Speci੗ers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2.1 Defiice-Keyed Affthentication . . . . . . . . . . . . . . . . . . . . 25

3.2.2 Accoffnt-Keyed Affthentication . . . . . . . . . . . . . . . . . . . 26

3.2.3 User-Inpfft Affthentication . . . . . . . . . . . . . . . . . . . . . . 26

3.3 Transparent Key Speci੗ers . . . . . . . . . . . . . . . . . . . . . . . . . . 26

3.3.1 Machine Address Code (MAC) Address . . . . . . . . . . . . . . . 27

3.3.2 Defiice Serial Nffmber . . . . . . . . . . . . . . . . . . . . . . . . 27

3.3.3 Email Accoffnt . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.3.4 Accoffnt Passflord Hash . . . . . . . . . . . . . . . . . . . . . . . 27

3.3.5 Pffblication Identi੗ers . . . . . . . . . . . . . . . . . . . . . . . . 28

3.4 Additional XML Transforms . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.4.1 Case Folding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.4.2 Japanese Ideograph Canonicalization . . . . . . . . . . . . . . . . 31

3.4.3 Character Encoding . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.4.4 MAC Formaing . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

4 Rights Core Syntx 32

4.1 Rights Management Core Syntaffi . . . . . . . . . . . . . . . . . . . . . . . 32

4.1.1 e Duration Simple Type . . . . . . . . . . . . . . . . . . . . . . 32

4.1.2 e Counter Simple Type . . . . . . . . . . . . . . . . . . . . . . 33

4.1.3 e LimitType Compleffi Type . . . . . . . . . . . . . . . . . . . . 33

4.1.4 e UnitType Aribffte Type . . . . . . . . . . . . . . . . . . . . 33

4.1.5 e ConsumptionAmount Element Type . . . . . . . . . . . . . . . 35



CONENS iii

4.1.6 e Rights Element . . . . . . . . . . . . . . . . . . . . . . . . . 35

4.1.7 e Right Element . . . . . . . . . . . . . . . . . . . . . . . . . . 36

4.1.8 e Authorization Element . . . . . . . . . . . . . . . . . . . . . 37

4.1.9 e LifetimeLimit Element . . . . . . . . . . . . . . . . . . . . . 37

4.1.10 e ExcludedContent Element . . . . . . . . . . . . . . . . . . . 37

4.1.11 e Manifest Element . . . . . . . . . . . . . . . . . . . . . . . . 38

4.1.12 e Fragment Element . . . . . . . . . . . . . . . . . . . . . . . . 38

4.1.13 e Consumption Element . . . . . . . . . . . . . . . . . . . . . . 39

4.1.14 e UseInfo Element . . . . . . . . . . . . . . . . . . . . . . . . . 39

4.1.15 e Timestamp Element . . . . . . . . . . . . . . . . . . . . . . . 40

4.1.16 e Amount Element . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.1.17 e Status Element . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.1.18 e EligibilityPeriod Element . . . . . . . . . . . . . . . . . . 41

4.1.19 e EligibilityDelimiter Type . . . . . . . . . . . . . . . . . . 42

4.1.20 e SharingInfo Element . . . . . . . . . . . . . . . . . . . . . . 42

4.2 Right Speci੗ers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.2.1 Printing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.2.2 Copying . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.2.3 Social Sharing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.2.4 Reading . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.2.5 Editing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

4.3 Lending Domains . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

4.3.1 Open Domain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45



iv CONENS

A Index of Requirements 48

A.1 Affthentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

A.2 Content Signing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

A.3 Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

A.4 Rights Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

B Proessing Instrutions 53

B.1 Affthorization Core Algorithm . . . . . . . . . . . . . . . . . . . . . . . . 53

B.2 Signatffre Veri੗cation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

B.3 Rights Efialffation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

B.4 Sharing Efialffation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

B.4.1 Date Range Efialffation XPath Effipression . . . . . . . . . . . . . 60

C Proposed XML Sems 63

C.1 e LCP-AUTH Schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

C.2 e LCP-RIGHTS Schema . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Referenes 71

Index 74



LISINGS v

Listings

Affthentication XML Strffctffre . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
Affthentication fiia MAC address . . . . . . . . . . . . . . . . . . . . . . . . . . 6
Affthentication fiia accoffnt email, flith fallback on ffser inpfft . . . . . . . . . . 7
Tflo–stage affthentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
affthKeyReferenceEffiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
secFilterEffiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
secFilterBeforeEffiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
secFilterAerEffiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
Rights XML Strffctffre . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
Varied rights.xml content effiample . . . . . . . . . . . . . . . . . . . . . . . . 18
Library loan rights.xml effiample . . . . . . . . . . . . . . . . . . . . . . . . . 19
Personal lending rights.xml effiample . . . . . . . . . . . . . . . . . . . . . . . 20
Affthentication schema preamble . . . . . . . . . . . . . . . . . . . . . . . . . . 21
Affthentication schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
Mechanism schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
AffthInfo schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
Con੗rmationValffe schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
UserDisplayValffe schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
Prompt schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Hint schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Non–ISBN Package Identi੗er Effiample . . . . . . . . . . . . . . . . . . . . . . . 28
ISBN Identi੗er Effiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
Title and Affthor Effiample . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
Rights schema preamble . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
Dffration schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
Coffnter schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
LimitType schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
UnitType schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
ConsffmptionAmoffnt schema . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
Rights schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
Right schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
Affthorization schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
LifetimeLimit schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
EfficlffdedContent schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
Manifest schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
Fragment schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39



vi LISINGS

Consffmption schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
UseInfo schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
Timestamp schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
Amoffnt schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
Statffs schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
EligibilityPeriod schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
EligibilityDelimiter schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
SharingInfo schema . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
1 WithinDateRange() Xery Implementation . . . . . . . . . . . . . . . . 60
2 WithinDateRange() XSLT Implementation . . . . . . . . . . . . . . . . . 61
Complete authentication.xml schema . . . . . . . . . . . . . . . . . . . . . . 63
Complete rights.xml schema . . . . . . . . . . . . . . . . . . . . . . . . . . . 65



LISINGS vii

Proposl Informtion

Bground

Inspired by a “Read Freely” philosophy and a passion for innofiation, Koo is one of the
florld’s fastest-grofling eReading serfiices. Read Freely stems from Kobo’s belief that
consffmers shoffld hafie the freedom to read any book, anytime, anyplace — and on any
defiice. As a resfflt, Kobo has aracted millions of readers from more than 170 coffntries
and featffres one of the florld’s largest eReading catalogffes flith ofier 2.5 million eBook,
neflspaper and magazine titles.

Foffnded in 2009 Kobo is oflned by Tokyo-based Rakfften, Japan’s largest eCommerce
operator. Headqffartered in Toronto, offr ofier 300 employees are proffd of Kobo’s top-
ranked eReading applications for the iPad, iPhone, BlackBerry, Android, Windofls and
offr ofln line of eReaders, inclffding the aflard flinning Kobo Touch and Kobo Vox.

Open Stndrds Support We beliefie open standards for eBooks are best for consffmers,
pffblishers, retailers and hardflare manfffactffrers. Closed systems sti੘e innofiation and
groflth. Kobo proffdly sffpports EPUB and encoffrages offr ffsers to read a Kobo-pffrchased
eBook on their smartphone, eReader, laptop, or flhichefier defiice they choose.

Aville on ny devie Consffmers are only jffst beginning to discofier hofl they flant
to read digitally. Someflill choose dedicated eReaders, others their smartphone or laptop.
Most flill choose all of the abofie. We sffpport personal preference and are assembling
the florld’s best catalogffe of eBooks, no maer flhich defiice offr cffstomers ffse.

e Proposed System

e system fle propose is based entirely on open standards, primarily based aroffnd the
ePffb Open Container Format (OCF) fiersion 3. Offr proposal profiides a speci੗cation
for affthentication and rights management described ffsing cffstom XML schemas, and
de੗nes hofl these make ffse of the content signing and encryption facilities described in
the OCF3 speci੗cation.

Offr system has been designed from the groffnd ffp as an open standard, free from the
encffmbrance of commercial licensing concerns. We chose not to try and shoe-horn offr
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effiisting pre-ePffb3 formats and system into an OCF3-eqffifialent form. Instead fle de-
cided to create a nefl system flhich bffilds ffpon the open-standards approach of OCF3
and ePffb3 and makes the best ffse of effiisting technologies. When it comes time to im-
plement this speci੗cation, fle flill be doing so from the same starting point as efieryone
else— fle flill “eat offr ofln dog-food.”

We additionally profiide recommendations on ffsing an enveloped signature for both the
affthentication and rights ੗les to allofl these to be signed independently of the rest of
the docffment; this facilitates both changing affthentication as part of a soflare-based
lending process and the ability to ffpdate the META-INF/rights.xml ੗le to keep an affdit
trail for the ffse of each right.

Fffll details are profiided starting in Section 1. What follofls is a brief description of the
system’s conformance flith the reqffirements of the RFP.

Requirement 1: Authentition

Affthentication takes place on a per-pffblication basis (satisfying {1.a}), althoffgh fle antic-
ipate that the most common affthentication keys flill be accoffnt details or defiice hard-
flare IDs, meaning that the key is ffsffally going to be the same across mffltiple pffblica-
tions (satisfying {1.e}). e passflord is alflays needed to open the ੗le, bfft can be cached by
the reading system aer entry (satisfying {1.e.ifi}). A one-flay hashed form of the effipected
fialffe is inclffded for qffick fieri੗cation (satisfying {1.}).

Offr system inclffdes means of specifying affthentication keys directly from fialffes knofln
to a Reading System for transparent, interaction-free affthentication, as flell as details
(satisfying {1.d}) ffsed to reqffest information from ffsers directly, either as the only option
or as a fallback flhen opened on another defiice (satisfying {1.c}). e affthentication data
is intended to hook directly into the key-retriefial speci੗cation of [XML ENC Core] or
[XML DSIG Core].

e affthentication system’s offtpfft is a Key Encryption Key (KEK) flhich is then ffsed to
decrypt the real keys ffsed to sign and/or encrypt content (satisfying {1.b}). is allefiiates
some potential concerns aroffnd the ffse of [X.509] certi੗cates by encrypting the X.509
data flithin the META-INF/encryption.xml ੗le, making pffblic keys and certi੗cate chains
afiailable only aer sffccessfffl affthentication.
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Requirement 2: Configurle limittions on usge

Offr rights system ffses an effitensible set of rights flith a core set cofiering the types
of reqffests fle receifie from pffblishers here at Kobo. is inclffdes printing (satisfying
{2.a}), copying to the clipboard (satisfying {2.b}), editing (satisfying {2.c}), qffoting directly
fiia social netflorks or email, and more.

It profiides for affdited rights (those flith limits, flhether per-action, lifetime, or both), fffll
permission, and complete denial of any right. It also profiides a means to efficlffde sections
of content from the e੖ect of a particfflar right limitation. Limits may be speci੗ed in a
nffmber of di੖erent ffnits, inclffding time ranges (satisfying {2.d}). Passflord protection
for indifiidffal rights may be implemented by referencing an affthentication mechanism
flithin META-INF/authentication.xml by XML ID (satisfying {2.e}).

Requirement 3: Content protetion

We adfiocate the ffse of only flell-knofln encryption standards: pffblic/prifiate key sys-
tems or an AES symmetric cipher for encryption and signing (satisfying {3.a, 3.b}). While
fle recommend the ffse of AES key flrapping as de੗ned in [RFC3394] to protect the en-
cryption keys, any algorithm sffpported by [XML ENC Core] is acceptable (satisfying {3.c,
3.d}).

Key refiocation and reneflability is only sffpported for the flrapped content protection
keys flhen they are [X.509] key pairs; in this instance, a Certi੗cate Refiocation List (CRL)
may be inclffded in the X.509 eta packet flithin META-INF/encryption.xml (satisfying
{3.e}).

We anticipate that encryption and signing flill take place in a single pass, so that the
obfffscated affthentication or content protection keys may be embedded as flatermarks
in the content before being applied. We take no position on the design of the back-end
systems implementing this, and assffme that the flatermarking tool flill be able to obtain
this information (satisfying {3.}).

Requirement 4: Client-server intertions

Offr proposal reqffires that all information necessary to obtain affthentication and thffs
be able to decrypt the content protection keys be embedded flithin a pffblication at pro-
dffction time (satisfying {4.c}). When a client for a serfiice sffch as Kobo doflnloads a pffb-
lication, the serfier is effipected to ensffre that all information is embedded correctly. e
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client may profiide a ffniqffe hardflare ID flhile connecting to sffpport affthentication
based on the defiice (satisfying {4.a, 4.b})

Requirement 5: Formt support

Offr system is designed pffrely as an effitension to the [OCF3] speci੗cation, fiersion 3.0
(satisfying {5.a}).

Requirement 6: Code lirry

No code library cffrrently effiists, thoffgh offr ffse of effiisting encryption [XML ENC Core]
and signing [XML DSIG Core] technologies, paired flith a simple XML schema for aff-
thentication and rights management, makes offr proposed system easy to implement.
Standard implementations of XML encryption and digital signing effiist for most major
langffages; in particfflar, there are implementations for C (and thffs C++ or Objectifie-C),
Jafia, and Rffby, along flith bindings to the C libraries for python and other langffages.
ffs the bffrden of implementation lies primarily on the parsing of META-INF/rights.xml
and META-INF/authentication.xml.

Requirement 7: Cost elements

As noted abofie, libraries to handle the diਖ਼cfflt tasks of encryption and signing are flidely
afiailable. Offr ffse of simple XML schemas shoffld profiide lile friction to implementors’
e੖orts. We are prepared to o੖er ffp open-soffrce implementations of this speci੗cation
for commonly-ffsed platforms (satisfying {7.a, 7.c}).

We enfiision a fairly simple root-of trffst hierarchy based aroffnd standard certi੗cates.
An effiample floffld hafie a groffp sffch as the IDPF hold a root certi੗cate from flhich they
profiide certi੗cates to pffblishers and fiendors. Vendors might then generate certi੗cates
for each accoffnt to ffse for encryption/signatffre pffrposes, ffsing a CRL flithin the META-
INF/encryption.xml ੗le to distribffte refiocations of compromised certi੗cates (satisfying
{7.b})

Additionally, as Kobo is dedicated to the ffse and propagation of open standards in the
eReading market, fle do not intend to reqffire any licenses for the ffse of technologies
described in this speci੗cation (satisfying {7.e}). Use of only flidely-implemented standards
also decreases risks of IP ofierhang from other sectors (satisfying {7.}).
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1 Premle

is spec੗cation introdffces a system of digitally signing and encrypting Electronic Pffb-
lication (ePffb) docffments, alongflith amethod and schema for describing afiailable ffser-
affthentication mechanisms and DRM ffsage limitations. It bffilds on standards and spec-
i੗cations already defieloped and flith readily-afiailable implementations ੗r a nffmber of
platforms, primarily the [OCF3] speci੗cation from the IDPF and the [XML DSIG Core]
and [XML ENC Core] speci੗cations from the World Wide Web Consortiffm (W3C).

is speci੗cation is organized in siffi sections:

1. is preamble.

2. A high-lefiel description of the techniqffes and technologies proposed.

3. Implementation details of the proposed XML docffments.

4. Enffmeration of all R५९ॸ५४, R५३ॵॳॳ५ॴ४५४, and Oॶॺ९ॵॴ१ॲ components.

5. Pseffdocode detailing the reqffired processing steps.

6. Fffll listings of the proposed XML schemas.

1.1 Editoril nd Conformne Conventions

especi੗cation profiides normatifie XML Schemas [XMLSCHEMA-1] [XMLSCHEMA-2]
for tflo types of XML data. e fffll normatifie grammar is de੗ned by the XSD schemas
and the normatifie teffit of this speci੗cation. In cases of discrepancy betfleen the stan-
dalone XSD schemas and the portions of them presented in this speci੗cation, the stan-
dalone schema is to be considered affthoritatifie.

e keyflords “Mॻॹॺ”, “MॻॹॺNॵॺ”, “R५९ॸ५४”, “S८१ॲॲ”, “S८१ॲॲNॵॺ”, “S८ॵॻॲ४”, “S८ॵॻॲ४
Nॵॺ”, “R५३ॵॳॳ५ॴ४५४”, “M१ॿ”, and “Oॶॺ९ॵॴ१ॲ” in this docffment are to be interpreted
as described in [RFC2119]:

“ey Mॻॹॺ only be ffsed flhere it is actffally reqffired for interoperation
or to limit behafiioffr flhich has potential for caffsing harm (e.g., limiting
retransmissions)”
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We ffse these capitalized terms to indicate options and reqffirements flhich floffld a੖ect
the interoperability and secffrity of conforming implementations. ese flords are not
ffsed flhen describing optional parts of e.g. XML grammar or DRM featffre implementa-
tion, bfft flill call offt items of important consideration to implementors. For effiample, it
is optional flhether a reading system presents signatffre, encryption, or DRM details to a
ffser, bfft the system’s compliance flith the Namespaces in XML speci੗cation [XMLNS]
is R५९ॸ५४.

1.2 Nmespes nd Identifiers

is speci੗cation makes ffse of XML namespaces, and ffses the Uniform Resoffrce Iden-
ti੗er (URI) format to identify resoffrces, identities, and mechanisms.
Implementations of this speci੗cation Mॻॹॺ ffse the follofling XML namespace URIs:

URI Namespace Pre੗ffi
http://www.idpf.org/epub/ɪ0/lcp-auth# default namespace, auth:
http://www.idpf.org/epub/ɪ0/lcp-rights# default namespace, rights:

Implementations of this proposal Mॻॹॺ sffpport XML namespaces. e namespace pre-
੗ffies shofln abofie hoflefier are Oॶॺ९ॵॴ१ॲ and are only ffsed in this docffment for illffs-
tratifie pffrposes. In the interest of brefiity fle also de੗ne the follofling XML internal
entities for ffse in this docffment:
<!ENTITY auth ”http://www.idfp.org/epub/ɪ0/lcp-auth#”>
<!ENTITY rights ”http://www.idfp.org/epub/ɪ0/lcp-rights#”>

Additionally, this speci੗cation ffses elements and algorithms from the XML Signatffre
[XML DSIG Core] and XML Encryption [XML ENC Core] namespaces, flith the corre-
sponding XML namespaces and internal entities:

URI Namespace Pre੗ffi
http://www.wɪ.org/ɩ000/0ɰ/xmldsig# ds:
http://www.wɪ.org/ɩ00ɰ/xmldsigɨɨ# dsɨɨ:
”http://www.wɪ.org/ɩ00ɩ/0ɭ/xmldsig-filterɩ” ds-xpath:
http://www.wɪ.org/ɩ00ɨ/0ɫ/xmlenc# xenc:
http://www.wɪ.org/ɩ00ɰ/xmiencɨɨ# xencɨɨ:

<!ENTITY dsig ”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>
<!ENTITY dsigɨɨ ”http://www.wɪ.org/ɩ00ɰ/xmldsigɨɨ#”>
<!ENTITY ds-xpath ”http://www.wɪ.org/ɩ00ɩ/0ɭ/xmldsig-filterɩ”>
<!ENTITY xenc ”http://www.wɪ.org/ɩ00ɨ/0ɫ/xmlenc#”>
<!ENTITY xencɨɨ ”http://www.wɪ.org/ɩ00ɰ/xmlencɨɨ#”>
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2 Overview

is section flill describe the primary components of offr proposed content protection
system. Here yoff flill ੗nd discffssions of affthentication, encryption, digital signing,
and the di੖erent ffsage limitations sffpported by the proposed standard. In each area,
references flill be gifien to the location of more detailed information.

2.1 Authentition

Affthentication is de੗ned here as the process by flhich a key is obtained flhich can be
ffsed to decrypt and/or fierify the content of a pffblication. Affthentication makes ffse
of featffres described by both the [XML DSIG Core] and [XML ENC Core] speci੗cations.
e content signing and encryption facilities are described here in Sections 2.3 and 2.4
respectifiely.

e key obtained fiia affthentication is ffsed as a KEK. is is then ffsed to decrypt
a key ffsed for signing and/or encrypting the content. e encrypted key floffld be
stored flithin either or both of META-INF/signature.xml or META-INF/encryption.xml
throffgh the ffse of the xenc:EncryptedKey de੗ned in Section 2.2.2 of [XML ENC Core].
It is R५३ॵॳॳ५ॴ४५४ that it be stored only in one place, flith a ds:RetrievalMethod tag
referencing it in any other locations the key might be ffsed.

In offr proposal, fle fiiefl affthentication as something flhich shoffld not need to directly
infiolfie ffser action. For pffblications acqffired from a distribfftor sffch as Kobo, fle antic-
ipate the passflord floffld be some piece of ffser-speci੗c information sffch as that ffser’s
accoffnt name or email. is proposal does not place any limitations on the natffre of this
fialffe, bfft it is R५३ॵॳॳ५ॴ४५४ that a more personal fialffe sffch as an email address be
ffsed flherefier possible; there shoffld be some lefiel of reticence on the part of the ffser
to disseminate this information flidely.

For items flhich are created independently of a large content-manfffactffring system, this
proposal inclffdes an affthentication scheme based solely ffpon a ffser-enterable passflord.
Unfortffnately no means to specify that a passflord shoffld be reqffested from the cffrrent
ffser is de੗ned by the XML Digital Signatffre or XML Encryption speci੗cations; for that
reason fle describe the ffse of a ds:RetrievalMethod tag flhose URI parameter directs

While fle ffse the flord ‘key’ freqffently flithin this proposal, note that in terms of affthentication of
pffblic-key cryptography the compffted fialffe is likely to be ffsed as an input vector or salt fialffe.

Where by ‘passflord’ fle in fact mean shared secret in the cryptographic sense.

http://www.w3.org/TR/xmlenc-core1/#sec-Usage
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the parser to a node flithin the ePffb interface flhich de੗nes this information. Details
and schema information can be foffnd in Section 3.3.

XML affthentication ੗les are represented by the follofling strffctffre (flhere “?” denotes
zero or one occffrrence; “+” denotes one or more occffrrences; and “*” denotes zero or
more occffrrences):

<Authentication ID?>
(<Mechanism ID?>

<AuthInfo ID?>
(<IdentityKey ID? />)?
(<ds:Transforms>)?
(<ConfirmationValue ID?>

<ds:DigestMethod>
<ds:DigestValue>

</ConfirmationValue>)?
</AuthInfo>

(<Prompt>)?
(<Hint>)?

</Mechanism>)+
</Authentication>

2.1.1 Authentition Menisms

e [OCF3] speci੗cation describes a nffmber of ੗les ffsefffl for recordingmetadata associ-
atedflith a pffblication. While the META-INF/encryption.xml, META-INF/signature.xml,
and META-INF/rights.xml ੗les all hafie their place in the protocol fle de੗ne, the task
of specifying a means of authentication in particfflar doesn’t qffite match flith the ੗les
de੗ned by [OCF3]. We coffld place the information into theMETA-INF/metadata.xml
੗le, bfft capabilities sffch as sharing or lending might reqffire ffpdates (and therefore re-
signing) of that ੗le, flhich doesn’t really gel flith the idea of keeping affthentication in-
formation sacrosanct. It is in regards to that, then, that fle propose a nefl ੗le to specify
affthentication data, namely META-INF/authentication.xml.

A nffmber of di੖erent protocols are de੗ned here, flith their details enffmerated in Sec-
tion 3. ere are tflo primary afienffes of affthentication sffggested: transparent and in-
teractive. As discffssed belofl, these are not mfftffally efficlffsifie: a content profiider might
profiide an interactifie affthentication mechanism based on a passflord flhile de੗ning a
means for prepared defiices to obtain fiia a bffilt-in certi੗cate chain the same passflord.
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rnsprent Authentition A transparent affthentication mechanism is one flhich
does not (or at least should not) infiolfie any ffser interaction beyond an intent to access
the protected pffblication. It is anticipated that content profiiders that de੗ne their ofln
reading systems shoffld be able to fftilize a key-flrapping algorithm for flhich their
ofln reading systems hold a decryption key in adfiance. e reading system floffld
therefore be able to ffnflrap a profiided content key to perform affthentication of the
content and the reader flithofft reqffiring inpfft from the ffser.

Intertive Authentition When no transparent affthentication protocol is sffitable,
or flhen content is accessed offtside of a realm for flhich a transparent affthentication
mechanism is de੗ned, the ffser mffst be prompted to enter a passflord or similar secret
fialffe. is can then be ffsed to ffnflrap keys ffsed for the decryption or fieri੗cation
of content. e type of affthentication reqffired, along flith any messages or hints
to be displayed, is encoded flithin the META-INF/authentication.xml ੗le ffsing the
Mechanism and AuthInfo tags described in Section 3.1.2 and Section 3.1.3 respectifiely.

In either case, the end resfflt of the affthentication process is the generation of a con-
tent key flhich is then ffsed to fierify the cryptographic signatffre of the content and if
necessary decrypt it.

e mechanisms de੗ned in this proposal inclffde:

• Device Keyed
e affthentication is keyed to a defiice-speci੗c fialffe, sffch as a MAC address or
other hardflare identi੗er. A secffre hash of the effipected fialffe may be profiided to
fierify the chosen key; this featffre is Oॶॺ९ॵॴ१ॲ.

• Account Keyed
e affthentication makes ffse of a ffser-speci੗c fialffe sffch as an email address or
accoffnt name; if a fiendor shoffld keep a ffser’s passflord in recofierable form, the
key might flell be the ffser’s accoffnt passflord.

• User Input
e ffser is reqffired to enter a key fialffe flhich is not recorded anyflhere in the
content. is type M१ॿ inclffde a hashed form of the key or a knofln fialffe (for
effiample, the pffblication’s identi੗er) hashed by the key to ffse as fieri੗cation; hofl-
efier it is anticipated that the docffment flill at least be digitally signed ffsing the

We make no recommendations as to the adfiisability of this approach; fle merely note its possibility.
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same key, so standard signatffre fieri੗cation coffld be performed to ascertain the
fialidity of the inpfft fialffe.

In the list abofie, the device keyed mechanism is sffitable only for transparent affthentica-
tion, the user input mechanism reqffires interactifie affthentication, and the account keyed
mechanism is sffitable for either approach. Implementation of all three mechanisms is
R५९ॸ५४.

e follofling effiample shofls hofl affthentication can be keyed to a single reader defiice
ffsing the MAC address of its primary netflork interface.

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Authentication xmlns=”http://www.idpf.org/epub/ɪ0/lcp-auth#” xmlns:ds=”←֓

http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>
<Mechanism Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#device-key”>

<AuthInfo Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#mac-address”>
<ds:Transforms>

<!-- MAC address string should include separator characters -->
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

with-separators” />
<!-- All letters should be lower-case -->
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

lowercase” />
</ds:Transforms>
<ConfirmationValue>

<!-- SHA-ɩɬɭ digest of the expected value is included for ←֓
confirmation purposes -->

<ds:DigestMethod Algorithm=”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#←֓
shaɩɬɭ” />

<ds:DigestValue>rSXgNiiVɫwvɮPhcMSWPaɪɮWɪpSlYDXAHSFqQccplGIc=</←֓
ds:DigestValue>

</ConfirmationValue>
</AuthInfo>

</Mechanism>
</Authentication>

One mechanism can profiide a URI referencing a fallback mechanism to ffse flhen pro-
cessing fails. e effiample belofl aempts to transparently affthenticate the ffser by their
accoffnt email; if the correct ffser is not signed in this flill fail, caffsing the reading system
to prompt the ffser to enter the correct fialffe manffally.
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<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Authentication xmlns=”http://www.idpf.org/epub/ɪ0/lcp-auth#” xmlns:ds=”←֓

http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>
<!-- If this mechanism fails, the Next attribute selects an ←֓

alternative mechanism to try -->
<Mechanism Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#account-key” ←֓

Next=”#User”>
<AuthInfo Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#account-email”>

<ds:Transforms>
<!-- Ensure email contains only lowercase letters -->
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

lowercase” />
</ds:Transforms>
</IdentityKey>
<ConfirmationValue>

<!-- SHA-ɩɬɭ digest of the expected value -->
<ds:DigestMethod Algorithm=”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#←֓

shaɩɬɭ” />
<ds:DigestValue>BSOEZHaZcytkRLoXrWiuwBhznDrCɮo=</ds:DigestValue>

</ConfirmationValue>
</AuthInfo>

</Mechanism>
<Mechanism Id=”User” Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#user-←֓

input”>
<!-- The Prompt value contains text to be shown e.g. in an input ←֓

dialog -->
<Prompt>Please enter the email address associated with your Kobo ←֓

account.</Prompt>
<!-- The Hint value provides a small hint to the user: in this case,←֓

the account user name -->
<Hint>Jim Dovey</Hint>
<AuthInfo>

<ds:Transforms>
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

lowercase” />
</ds:Transforms>
<ConfirmationValue>

<!-- Confirmation value is the same here as above: we’re ←֓
requesting the same email -->

<ds:DigestMethod Algorithm=”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#←֓
shaɩɬɭ” />
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<ds:DigestValue>BSOEZHaZcytkRLoXrWiuwBhznDrCɮo=</ds:DigestValue>
</ConfirmationValue>

</AuthInfo>
</Mechanism>

</Authentication>

It is also possible to de੗ne mfflti-stage affthentication ffsing this schema. e Mecha-
nism element’s Append aribffte is ffsed to specify an additional mechanismflhose offtpfft
fialffe is then appended to the ffltimate resfflt. For instance, a key may be the concatena-
tion of a defiice serial nffmber and a ffse’s accoffnt email, as shofln belofl.

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Authentication xmlns=”http://www.idpf.org/epub/ɪ0/lcp-auth#” xmlns:ds=”←֓

http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>
<!-- If this mechanism succeeds, the mechanism identified by the ←֓

Append attribute runs -->
<Mechanism Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#device-key” ←֓

Append=”#Email”>
<AuthInfo Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#serial-number”>

<ds:Transforms>
<!-- All letters should be lower-case -->
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

uppercase” />
</ds:Transforms>
<ConfirmationValue>

<!-- SHA-ɩɬɭ digest of the expected output is included for ←֓
confirmation purposes -->

<ds:DigestMethod Algorithm=”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#←֓
shaɩɬɭ” />

<ds:DigestValue>EqkeSbvtX/0BfHAqYHɪXj+KFgɩLxpnɯɫrEXɯDXPKjHs=</←֓
ds:DigestValue>

</ConfirmationValue>
</AuthInfo>

</Mechanism>
<Mechanism Id=”Email” Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓

account-key”>
<AuthInfo Type=”http://www.idpf.org/epub/ɪ0/lcp-auth#account-email”>

<ds:Transforms>
<!-- Ensure email contains only lowercase letters -->
<ds:Transform Algorithm=”http://www.idpf.org/epub/ɪ0/lcp-auth#←֓
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lowercase” />
</ds:Transforms>
</IdentityKey>
<ConfirmationValue>

<!-- SHA-ɩɬɭ digest of the expected value -->
<ds:DigestMethod Algorithm=”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#←֓

shaɩɬɭ” />
<ds:DigestValue>BSOEZHaZcytkRLoXrWiuwBhznDrCɮo=</ds:DigestValue>

</ConfirmationValue>
</AuthInfo>

</Mechanism>

More complicated affthentication schemes can be implemented ffsing a combination of
these techniqffes. For instance, a ffser can be transparently affthenticated by a defiice ID
plffs accoffnt email, and if this fails they can be asked to inpfft the correct email and/or
a passflord fialffe, sffch as the accoffnt passflord associated flith the email. Implementa-
tions M१ॿ choose to pre-emptifiely efialffate appended mechanisms and present mffltiple
ffser-inpfft mechanisms in a single pass, sffch as a dialog asking for both email and pass-
flord.

If the DRM seings for a pffblication allofl for sharing or lending of content, then the
contents of META-INF/authentication.xml may be signed ffsing an enveloped signature
as de੗ned in Section 6.6.4 of [XML DSIG Core]. Signing the affthentication ੗le in-place
rather than throffgh META-INF/signature.xml enables a book to be gifien a nefl affthen-
tication key for the pffrpose of lending to another reader. is is discffssed in more detail
in Section 2.5.1.

Detailed information and XML schemas for authentication.xml are presented in Sec-
tion 3, flith reqffirements enffmerated in Section A.1.

2.2 Certifite Chins nd Root of rust

In the follofling tflo sections fle discffss the signing and encryption of content. It is offr
recommendation that pffblishing hoffses and distribfftors ffse [X.509] key-pairs for these
tasks. is section sffggests an infrastrffctffre for this.

We enfiision that a global entity sffch as the IDPF obtain a root certi੗cate as a Certi੗cate
Affthority. Upon application, they floffld then profiide similar CA certi੗cates to pffb-
lishers and distribfftors as children of their ofln. In this flay, the IDPF floffld be able to

http://www.w3.org/TR/xmldsig-core1/#sec-EnvelopedSignature
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refioke those certi੗cates. Distribfftors and pffblishers floffld then create leaf signing/en-
cryption certi੗cates for each accoffnt/employee from their CA certi੗cates, flhich floffld
be ffsed for signing and pffblishing.

Signatffres floffld be implemented by ffsing the prifiate key associated flith a pffblish-
er/distribfftor to digitally sign a pffblication; the certi੗cate floffld be inclffded (protected
by the affthentication KEK), flith the signatffre being fieri੗ed ffsing the pffblisher’s pffblic
key.

Encryption, on the other hand, floffld flork the other flay. A ffser’s certi੗cate floffld be
inclffded flith the bffndled certi੗cate chain along flith the prifiate key associated flith
it. e content floffld be encrypted by the pffblisher flith the ffser’s pffblic key, and the
prifiate key floffld be ffsed to decrypt it.

Shoffld a particfflar ffser’s keys or certi੗cate become compromised, the pffblisher/distrib-
fftor can refioke that certi੗cate, disseminating the CRL by embedding it in any books it
pffblishes or throffgh any other means deemed appropriate.

2.3 Content Signing

Signing of content is implemented according to [XML DSIG Core] and is assembled as
offtlined in Section 2.5.6 of the [OCF3] speci੗cation, placing its information flithin META-
INF/signature.xml.

e content as a flhole is digitally signed by making secffre hashes of each protected
content ੗le— ideally the entire contents of the pffblication, bfft only items referenced by
the package manifest [OPF3] are reqffired to be inclffded. Files offtside of the META-INF
sffbfolder of the pffblication container are processed as simple octet-streams, regardless
their actffal content format. Within the META-INF folder, all XML ੗les are processed
flith the effiception of signature.xml; inclffsion of these ੗les is R५९ॸ५४. ese ੗les
are additionally canonicalized prior to processing ffsing XML Canonicalization; ffse of
fiersion 1.1 [XML C14N] of the speci੗cation is R५३ॵॳॳ५ॴ४५४.

e signatffre ੗le is strffctffred as sffggested in the OCF 3.0 speci੗cation, based on the
[XML DSIG Core] speci੗cation. e digests compffted for each content ੗le are stored
flithin the ds:Manifest node in ds:Reference nodes. e ds:Manifest node is then
hashed and its digest stored flithin the ds:SignedInfo node. is is then cryptographi-
cally signed, flith the resfflting fialffe placed in the ds:SignatureValue node.

Details of hofl to obtain the key ffsed to fierify the signatffre are storedflithin the ds:KeyInfo
node. is may contain any content described in [XML DSIG Core], bfft it is anticipated

http://idpf.org/epub/30/spec/epub30-ocf.html#sec-container-metainf-signatures.xml
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that a ds:RetrievalMethod sffbnode floffld be profiided flith a URI referencing an Au-
thInfo node flithin META-INF/authentication.xml. An effiample of this can be seen
belofl.

<ds:KeyInfo>
<ds:RetrievalMethod URI=”./authentication.xml#KEK” />

</ds:KeyInfo>

As speci੗ed in [XML DSIG Core], the resfflt of efialffating the ds:RetrievalMethod is an
XML node. Hoflefier, since the retffrned node is flithin the auth: namespacffe, it shoffld
be processed ffsing that namespace’s processing rffles to obtain the resffltant key.

If a signatffre cannot be fieri੗ed, it is R५९ॸ५४ that the reading system alert the ffser to
this fact. It is R५३ॵॳॳ५ॴ४५४ that the pffblication is not displayed at all, bfft a reading
systemM१ॿ o੖er the ffser the opportffnity to do so; note that if the content is additionally
protected by encryption it flill not be fiieflable at all.

2.3.1 Nested Signtures

ere are potentially tflo lefiels at flhich content might be digitally signed. e most ob-
fiioffs is to hafie the distribfftor sign the package that they profiide to end ffsers. Hoflefier,
gifien that some ePffb docffments prodffced by pffblishers sometimes need an effitra layer
of transliteration before they are distribffted—inclffding correction and canonicalization
of some elements of the content docffments themselfies—there effiists the possibility of an-
other signatffre profiided by the content pffblisher. ere tflo signatffres floffld be ffsed
to fierify tflo separate facts:

• Distributed Content Verification floffld fftilize a signatffre on the data profiided by
the distribfftor. is floffld fierify that the content has not been altered from the
fiersion shipped to a cffstomer, inclffding alterations to distribfftor content sffch as
platform-speci੗c metadata or DRMinformation.

• Authored Content Verification infiolfies a signatffre of the content as profiided by the
pffblisher, and floffld fierify that the actffal teffit and assets of the pffblication hafie
not been altered.

When fierifying an affthor/pffblisher signatffre, an [XPath-Filter] can be ffsed to refierse
the changes made by the distribfftor. One effiample, flhich remofies any content elements
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flhose id aribffte begins flith the string ‘kobo’ flhile retaining the children of any span
nodes flith sffch an id, floffld look like this:

<ds:Transform Algorithm=”http://www.wɪ.org/ɩ00ɩ/0ɭ/xmldsig-filterɩ”>
<ds-xpath:XPath Filter=”subtract” xmlns=”http://www.wɪ.org/ɩ00ɩ/0ɭ/←֓

xmldsig-filterɩ”>
id(”kobo.*”)

</ds-xpath:XPath>
<ds-xpath Filter=”intersect” xmlns=”http://www.wɪ.org/ɩ00ɩ/0ɭ/xmldsig-←֓

filterɩ”>
//span[@id=”kobo.*”]/*

</ds-xpath:XPath>
</Transform>

is transform coffld then be applied to the follofling XHTML docffment:

<?xml version=”ɨ.0” encoding=”UTF-ɯ”?>
<html xmlns=”http://www.wɪ.org/ɨɰɰɰ/xhtml”>
<head>

<meta http-equiv=”Content-Type” content=”text/html; charset=UTF-ɯ” />
<title>My Great Book</title>
<link rel=”stylesheet” href=”kobo/kobo-stylesheet.css” type=”text/css”←֓

id=”kobo.css.ɨ” />
</head>
<body>

<p><span id=”kobo.ɨ.ɨ”>First sentence.</span> <span id=”kobo.ɨ.ɩ”>←֓
Second sentence.</span></p>

</body>
</html>

e resfflting affthor docffment for signatffre fieri੗cation is then:

<?xml version=”ɨ.0” encoding=”UTF-ɯ”?>
<html xmlns=”http://www.wɪ.org/ɨɰɰɰ/xhtml”>
<head>

<meta http-equiv=”Content-Type” content=”text/html; charset=UTF-ɯ” />
<title>My Great Book</title>

</head>
<body>
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<p>First sentence. Second sentence.</p>
</body>
</html>

2.4 Content Enryption

ere flill be tflo forms of encryption infiolfied in this proposal. For non-modi੗able
content sffch as pffrchased books (argffably the majority of the market) an asymmetric
pffblic/prifiate key pair flill be at the core of both the encryption and digital signatffre
algorithms. For editable content a simpler symmetric passflord system may be ffsed, op-
erating in a manner similar to that common on passflord-protected PDF and Zip ੗les.
is floffld enable the ffser to re-encrypt the ੗le, hoflefier see the comments on fla-
termarking in Section 2.5.3 for some additional reqffirements flhen dealing flith edited
੗les.

We deem it ffsefffl to be able to determine that a pffblication flas signed or encrypted
by a particfflar entity. For that reason the ffse of [X.509] certi੗cates is R५३ॵॳॳ५ॴ४५४
flith content being encrypted ffsing a prifiate key associated flith an aached certi੗cate.
e X.509 data describing the corresponding certi੗cate chain M१ॿ itself be encrypted
ffsing the key-flrapping algorithms described in Section 2.1. By ffsing certi੗cate-based
encryption in this flay a reading system can ffse the certi੗cate chain to determine the
original profiider of the content.

Additionally, since [XML ENC Core] profiides ameans of inclffding aCRLflithin a ds:KeyInfo
node it is possible for a compromised certi੗cate to be refioked pffrely by opening a pro-
tected pffblication. Reading systems can then direct their legitimate ffsers to doflnload
a nefl fiersion of the pffblication throffgh the appropriate channel, flhich again can be
inferred from the certi੗cate (or directly encoded therein).

e encryption information is speci੗ed in META-INF/encryption.xml as offtlined in Sec-
tion 2.5.2 of the [OCF3] speci੗cation; this in tffrn speci੗es the ffse of [XML ENC Core].
Offr speci੗cation for ੗le encryption ffses the OCF encryption model ffnchanged. is in-
clffdes the stipfflation that ੗les Mॻॹॺ be compressed ffsing the [De੘ate] algorithm prior
to encryption, then Mॻॹॺ be placed flithin the ZIP container in non-compressed format.

It is intended that the encryption key be flrapped ffsing the key obtained throffgh aff-
thentication. As a resfflt, the ds:KeyInfo node is effipected to direct the reading system
to the affthentication information in META-INF/authentication.xml in a similar manner
to digital signatffres, as described in Section 2.3.

http://idpf.org/epub/30/spec/epub30-ocf.html#sec-container-metainf-encryption.xml
http://idpf.org/epub/30/spec/epub30-ocf.html#sec-container-metainf-encryption.xml
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2.5 Rights Mngement

Rights management is an issffe close to the hearts of many pffblishers. e ease flith
flhich digital data can be transferred and disseminated greatly efficeeds the means to do
the same flith physical pffblications. Likeflise the mediffm by flhich digital pffblications
are displayed oen makes it easy to copy large sflathes of teffit, flhich floffld be a labo-
rioffs operation flhen done by hand.

Some common reqffests from pffblishers inclffde:

• Watermarking pffblications flith cffstomer details— similar to the approach taken
by Poermore.

• A limit on printing content from the pffblication.

• A limit on the sharing of teffit ffsing social media channels or similar. is can be
in the form of a character coffnt per share or a percentage limit on the amoffnt of
the book’s contents that can be shared in total (for instance 5%).

• A limit on flhich sections of a pffblication allofl any form of sharing; for instance
sharing of teffit from the last chapter of a nofiel might be restricted to prefient its
resolfftion being effiposed.

• For libraries, a limit on the amoffnt of time the ੗le is accessible (or ‘checked offt’).

• e total nffmber of times book can be lent to another person.

• e nffmber of times a book can be simffltaneoffsly lent offt.

• A limit on the nffmber of defiices on flhich a book can be read. is is beyond the
scope of this proposal, hoflefier, since it floffld reqffire phoning-home on each nefl
defiice, flhich is prohibited by the scope of the ePffb LCP speci੗cation.

With regards to a limit on the nffmber of defiices, this is largely intended as a fffnction of a
particfflar reading system’s afiailable defiices, sffch as the Kindle defiices or Kobo’s fiarioffs
applications and eReader platforms. As sffch, it is anticipated that defiice limits are to
be applied only to particfflar defiices made by the pffblication’s distribfftor rather than
holistically. Where di੖ering platforms are infiolfied it is offr belief that the restrictions
on lending and other forms of dissemination are enoffgh to discoffrage (or at least litigate
against) flidespread copyright infringement.
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We hafie de੗ned an XML schema for the META-INF/rights.xml ੗le flhich cofiers all
the ffse cases abofie, flith the effiception of the defiice-coffnt limitation. Offr schema is,
hoflefier, effitendable by distribfftors so that they coffld profiide information sffitable for
that pffrpose along flith any others speci੗c to their systems. We hafie also inclffded a
means for an indifiidffal right to reqffire affthorization. To do so, the right profiides a URI
to a mechanism flithin META-INF/authentication.xml flhich describes the means by
flhich the affthentication shoffld take place.

XML rights management ੗les are represented by the follofling strffctffre (flhere “?” de-
notes zero or one occffrrence; “+” denotes one or more occffrrences; and “*” denotes zero
or more occffrrences):

<Rights>
(<Right ID?>

(<Authorization ID? />)?
(<ExcludedContent>

(<Manifest ID?>)*
(<Fragment ID?>)*

</ExcludedContent>)?
(<LifetimeLimit>)?
<Status>(Permitted|Audited|Denied)</Status>

(<EligibilityPeriod ID?>)?
(<Consumption>

(<UseInfo ID?>
<Timestamp>

(<Amount>)+
</UseInfo>)?

</Consumption>)*
</Right>)+

(<SharingInfo ID?>
<MaxDuration>

(<MinDuration>)?
(<LifetimeLimit>)?
(<Consumption>)*

</Rights>

Offr system of identifying indifiidffal rights mirrors that ffsed for specifying algorithms in
[XML DSIG Core]. A right is speci੗ed ffsing a URI fialffe based on the XML namespace
URI for the rights format, e.g. http://www.idpf.org/epub/ɪ0/rights#print. e fffll
list is enffmerated in Section 4.2. Implementations of this proposal are R५९ॸ५४ to rec-
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ognize all rights speci੗ed, althoffgh their implementation of restrictions floffld natffrally
be itself limited by the capabilities of the reading system.

2.5.1 sge Informtion

Where indifiidffal rights are enffmerated, they are gifien a status. is may be one of:

• Permied to denote that a right is ffnrestricted.

• Denied to denote that a right is ffnconditionally prohibited.

• Audited to denote that a right has some limits on either per-action or lifetime ffses.

Any rights not represented flithin META-INF/rights.xml Mॻॹॺ be implicitly allofled; it
is R५३ॵॳॳ५ॴ४५४, hoflefier, that any knofln permied rights be inclffded flith an effiplicit
statffs of Permied.

It is possible to efficlffde indifiidffal content docffments (or ranges of content docffments)
from the e੖ects of a right speci੗cation. Entire docffments are referenced by their man-
ifest item’s id aribffte fialffe, and ranges flithin a docffment can be speci੗ed ffsing a
ranged [EPUB-CFI]. Content referenced in this flay infierts the statffs of the right: Per-
mied and Audited rights are Denied flithin efficlffded content, flhile Denied rights be-
come Permied. is can be ffsed to prefient copying or sharing of content from the
closing stages of a nofiel, for instance, or it can be ffsed to create prefiiefls by denying
access to all chapters bfft the ੗rst. In the laer case, it makes it possible to implement
a prefiiefl based on the nffmber of paragraphs rather than fffll chapters; this can be ffse-
fffl for content flhere chapters are either inordinately long or short, or flhere a plain
percentage resfflts in a prefiiefl the size of many commercial books.⁴

Rights may also be restricted ffsing times and dates. is is most obfiioffsly ffsefffl for
libraries, flhere access to a pffblication (its read right) can be limited betfleen an effiplicit
pair of dates. It coffld also be ffsed to create embargoes on refiiefl copies, prefienting
copying or sharing ffntil a predetermined ‘street date.’

Personal lending is, by defafflt, Denied. To enable lending, a SharingInfo element is ffsed
to profiide information on the limits flithin flhich a pffblication may be lent to other

⁴Case in point: Under e Dome by Stephen King, flhere the ੗rst 10% of the book is sefieral hffndred
pages in length on an iPhone.
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readers.⁵ is can be ffsed to specify maffiimffm (and minimffm!) loan periods, and the
nffmber of times a copy may be loaned offt at one time. It also allofls the speci੗cation of
exclusive lending, flhere the original reader is ffnable to access a pffblication flhile it is
lent offt.

Lastly, fle hafie de੗ned themeans for implementations to record affditing information for
all rights, essentially logging their ffse flithin the META-INF/rights.xml ੗le; this applies
both to rights and sharing information. Since this modi੗es this ੗le, it is R५३ॵॳॳ५ॴ४५४
that the ੗le be signed ffsing an enveloped signature to keep its integrity fieri੗able. An
additional bene੗t of ffsing an enfieloped signatffre is that replacement copies of META-
INF/rights.xml and META-INF/signature.xml may be sffbstitffted directly into an effi-
isting pffblication. is floffld enable ffnlocking of the prefiiefl described abofie flithofft
the transfer of a flhole nefl pffblication bfft only a nefl set of access rights and the asso-
ciated signatffre ੗le.

Fffll details of the rights management system are profiided in Section 4.

2.5.2 Wtermrking

Watermarks are a highly-reqffested featffre, particfflarly as pffblishers begin to recognize
the bffrden of maintaining a secffre form of ffse restrictions in the form of ‘traditional’
DRM. ere are many formats sffch flatermarking might take: Poermore, for effiample,
edits the name of each content ੗le to inclffde a flatermark.

e chief ffse of a digital flatermark is to identify a single pffrchaser. If a pffblication is
then decrypted and stripped of protection and disseminated flidely, the flatermark can
be ffsed to determine the originator of this copy. Watermark fialffes can be a nffmber
of di੖erent things, bfft offr recommendation, based on the certi੗cate chain offtlined in
Section 2.2, floffld be to inclffde the Subject Name details of the ffser accoffnt’s certi੗cate
in base-64 format along flith a base-64-encoded signatffre (ffsing the pffblisher’s prifiate
key) of that fialffe. is floffld then be inserted into the content ੘ies as appropriate for the
੗le types: as an HTML meta element, as cffstom EXIF data in images, or cffstom container
metadata for affdio or fiideo ੗les.

As an effiample, a signatffre might be encoded in the follofling manner:
proedure G५ॴ५ॸ१ॺ५W१ॺ५ॸॳ१ॸॱ(user, key)

user_info← G५ॺSॻ२॰५३ॺ(user) ▷ “CN=Kobo Reader: Bob,ON=Bob,O=Bob”
base64← B१ॹ५64O६(user_info)

⁵Note that this only applies to personal lending, not library lending.
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signed← S९७ॴ(base64, key)
sig ← B१ॹ५64O६(signed)
return base64 + sig

end proedure

2.5.3 Editing

When dealing flith editable pffblications, it is R५३ॵॳॳ५ॴ४५४ that the affthentication
mechanism ffsed to access the KEK is a simple passflord, as this ੗ts more into the ffse
cases for shared, collaboratifiely edited content.

For collaboratifie editing flithin organizations, fle recommend that each ffser ffse their
S/MIME signing certi੗cate or PGP key to sign the docffment aer an edit is made; Ad-
ditionally, the edit right can be affdited (flith a limit of ‘100%’) to enable soflare to
afftomatically apply an affdit trail flithin META-INF/rights.xml.

When flatermarking editable content, fle sffggest ffse of the name of the last editor as a
flatermark added to each ੗le they edited.

2.5.4 Exmples

Some effiample rights.xml ੗les demonstrating di੖erent ffse cases are inclffded belofl.

is effiample shofls a fefl di੖erent rights of fiarying types.

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Rights xmlns=”http://idpf.org/epub/lcp-rights#”>

<!-- Printing limitation: ɩ pages at a time, up to a maximum of ←֓
thirty pages total -->

<Right Unit=”page” Type=”http://www.idpf.org/epub/ɪ0/lcp-rights#←֓
print” Limit=”ɩ”>

<LifetimeLimit Unit=”page”>ɪ0</LifetimeLimit>
<Status>Audited</Status>
<Consumption>

<!-- none used yet -->
</Consumption>

</Right>
<!-- Social Quoting limitation: ɯ0 characters per quote, max ɬ% of ←֓

book -->
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<Right Unit=”characters” Type=”http://www.idpf.org/epub/ɪ0/lcp-←֓
rights#social-share” Limit=”ɯ0”>

<ExcludedContent xml:base=”../content.opf”>
<!-- exclude the entire last chapter from being shareable ←֓

with some shorthand -->
<ManifestItem IdRef=”chapɩɩ” />
<!-- exclude the Big Reveal in the penultimate chapter using←֓

a Range CFI -->
<Fragment CFI=”epubcfi(/ɭ/ɫ[chapɩɨref]!/ɫ[body0ɨ]/ɨ0[para0ɬ←֓

],/ɩ/ɨ:ɨ,/ɯ/ɫ:ɬɮ)” />
</ExcludedContent>
<LifetimeLimit Unit=”percentage”>ɬ</LifetimeLimit>
<Status>Audited</Status>
<Consumption>

<!-- one share, ɫɩ characters, 0.0ɪ% of total -->
<UseInfo Id=”Socialɨ”>

<Timestamp>ɩ0ɨɩ-0ɯ-ɩɯZɨɩ:ɬɫ:ɪɩ.0</Timestamp>
<Amount Unit=”character”>ɫɩ</Amount>
<Amount Unit=”percentage”>0.0ɪ</Amount>

</UseInfo>
</Consumption>

</Right>
</Rights>

is effiample shofls hofl a library loan might be implemented ffsing the EligibilityPe-
riod element.

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Rights xmlns=”http://idpf.org/epub/lcp-rights#”>

<!-- Reading limitation: disallows access to content outside META-←֓
INF or the OPF file(s) -->

<Right Unit=”time” Type=”http://www.idpf.org/epub/ɪ0/lcp-rights#read←֓
”>

<Status>Audited</Status>
<EligibilityPeriod Id=”Loan-ɩ0ɨɩ-0ɯ-ɩɯ”>

<Start>ɩ0ɨɩ-0ɯ-ɩɯZ00:00:00.0</Start>
<End>ɩ0ɨɩ-0ɰ-ɨɩ:ɩɪ:ɬɰ:ɬɰ.ɰɰ</End>

</EligibilityPeriod>
</Right>

</Rights>
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Ability to lend floffld be enabled throffgh ffse of the SharingInfo element as shofln here.
Note that if a the SharingInfo element is not present, implementationsMॻॹॺ assffme that
lending of content is prohiited.

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<Rights xmlns=”http://idpf.org/epub/lcp-rights#”>

<!-- This book can be lent for no more than seven days (ɨɭɯ hours), ←֓
and cannot be read by me until returned -->

<SharingInfo Exclusive=”true” Domain=”http://www.idpf.org/epub/lcp-←֓
rights#open”>

<MaxDuration>ɨɭɯ:00:00:0.0</MaxDuration>
</SharingInfo>

</Rights>
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3 Authentition Protool Detils

In this section fle profiide normatifie details of the affthentication schema and data. Here
yoff flill ੗nd discffssions of each element de੗ned by the schema along flith instrffctions
on their ffse. is is follofled flith details of the URI speci੗ers for the fiarioffs affthenti-
cation types and the additional content transforms presented by this speci੗cation.

3.1 Authentition Core Syntx

is section profiides detailed information on the syntaffi of the affthentication data pro-
fiided flithin META-INF/authentication.xml. All featffres described here are mandatory
ffnless noted otherflise. e syntaffi is de੗ned fiia [XMLSCHEMA-1] [XMLSCHEMA-2]
flith the follofling XML preamble, declaration, and internal entity:

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<!DOCTYPE schema PUBLIC ”-//WɪC//DTD XMLSchema ɩ00ɨ0ɩ//EN” ”http://www.←֓

wɪ.org/ɩ00ɨ/XMLSchema.dtd”
[
<!ATTLIST schema xmlns:auth CDATA #FIXED ”http://www.idpf.org/epub/ɪ0/←֓

lcp-auth#”>
<!ATTLIST schema xmlns:ds CDATA #FIXED ”http://www.wɪ.org/ɩ000/0ɰ/←֓

xmldsig#”>
<!ENTITY auth ”http://www.idpf.org/epub/ɪ0/lcp-auth#”>
<!ENTITY dsig ”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>
<!ENTITY % p ””>
<!ENTITY % s ””>

]>
<schema xmlns:auth=”http://www.idpf.org/epub/ɪ0/lcp-auth#” xmlns:ds=”←֓

http://www.wɪ.org/ɩ000/0ɰ/xmldsig#” targetNamespace=”http://www.←֓
idpf.org/epub/ɪ0/lcp-auth#” version=”0.ɨ” elementFormDefault=”←֓
qualified”>

3.1.1 e Authentication Element

e Authentication element is the root of the META-INF/authentication.xml ੗le. It
Mॻॹॺ contain only Mechanism elements, and all mechanisms mffst efialffate to the same
end affthentication key. e implementation Mॻॹॺ conform to the follofling schema.
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<element name=”Authentication” type=”auth:AuthenticationType”/>
<complexType name=”AuthenticationType”>

<sequence>
<element ref=”ds:Signature”/>
<element ref=”auth:Mechanism” maxOccurs=”unbounded”/>

</sequence>
<attribute name=”Provider” type=”anyURI” use=”optional”/>

</complexType>

3.1.2 e Mechanism Element

e Mechanism element is the root of a single affthentication mechanism description. It
Mॻॹॺ contain a single AuthInfo element to profiide information on affthentication to
the Reading System, and M१ॿ inclffde either a Prompt element, a Hint element, or both,
containing information abofft the affthentication in a form sffitable to present to the ffser.

e three R५९ॸ५४mechanisms are speci੗ed throffgh URIsflithin the auth: namespace,
and are enffmerated in Section 3.2.

ere are tflo special aribfftes flhich may be speci੗ed on Mechanism elements:

• Next is ffsed to identify another Mechanism to ffse if this one fails for ny reson. A
common ffse case is flhere an account emailmechanism is described for transparent
affthentication flith a user input mechanism to prompt the ffser for this informa-
tion. If the transparent mechanism fails either becaffse the reading system does not
hafie an accoffnt email stored or becaffse the stored accoffnt email is incorrect, the
reading system flill then process to the ffser inpfft mechanism referenced by this
aribffte.

• Append is also ffsed to reference another Mechanism by URI. In this case, flhen one
mechanism sffcceeds in obtaining the correct fialffe, the referenced mechanism is
also efialffated. If this neffit mechanism sffcceeds, its resffltant fialffe is appended to
the cffrrent resfflt. In this manner implementations can concatenate discrete fialffes
together to obtain the ffltimate KEK fialffe. For effiample a book can be chained to
a single accoffnt/defiice pair by appending an account email mechanism to a device
ID mechanism.
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<element name=”Mechanism” type=”auth:MechanismType”/>
<complexType name=”MechanismType”>

<sequence>
<element ref=”auth:AuthInfo”/>
<element ref=”auth:Prompt” minOccurs=”0”/>
<element ref=”auth:Hint” minOccurs=”0”/>
<any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded”/>
<!-- (0,unbounded) elements from (ɨ,ɨ) external namespace -->

</sequence>
<attribute name=”Id” type=”ID” use=”optional”/>
<attribute name=”Type” type=”anyURI” use=”required”/>
<attribute name=”Next” type=”anyURI” use=”optional” />
<attribute name=”Append” type=”anyURI” use=”optional” />

</complexType>

3.1.3 e AuthInfo Element

e strffctffre of an AffthInfo element inclffdes the type of affthentication parameter effi-
pected, along flith optional information ffsed to canonicalize and fierify the obtained key.
e element’s Type aribffte is ffsed to specify an already-knofln fialffe for transparent
affthentication; its presence is R५९ॸ५४ for all mechanisms aside from ffser-inpfft, flhere
it serfies no pffrpose. Implementations Mॻॹॺ Nॵॺ accept an AuthInfo element flith no
Type flithin a transparent-affthentication mechanism.

If the key needs to be transformed in any flay prior to ffse as a KEK, a list of transforms
conforming to Section 6.6 of [XML DSIG Core] may be ffsed. Hoflefier, gifien that the
key is ffnlikely to be an XML node-set, fle hafie de੗ned some additional transformations
as URIs flithin the auth: namespace flhich fle enffmerate in Section 3.4.

When dealing flith hashed passflords, a salt fialffe is oen ffsed. If reqffired, the In-
putVector element allofls for this to be profiided to the reading system in base-64 format.

e URIs for the prede੗ned and R५९ॸ५४ transparent affthentication speci੗ers are enff-
merated in Section 3.3.

<element name=”AuthInfo” type=”auth:AuthInfoType”/>
<complexType name=”AuthInfoType”>

<sequence>
<element name=”InputVector” type=”ds:CryptoBinary” minOccurs=”0”/>

http://www.w3.org/TR/xmldsig-core1/#sec-TransformAlg
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<element ref=”ds:Transforms” minOccurs=”0”/>
<element ref=”auth:ConfirmationValue” minOccurs=”0”/>
<any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded”/>
<!-- (0,unbounded) elements from (ɨ,ɨ) external namespace -->

</sequence>
<attribute name=”Id” type=”ID” use=”optional”/>
<attribute name=”Type” type=”anyURI” use=”optional”/>

</complexType>

3.1.4 e ConfirmationValue Element

Akey obtained throffgh affthenticationmay be qffickly fieri੗ed by compffting a digest and
comparing it to an effiisting fialffe. e fialffe and the digest algorithm ffsed to generate
it are recorded flithin the ConfirmationValue element. We borrofl elements from the
[XML DSIG Core] speci੗cation here to de੗ne the algorithm and fialffe ffsing the dsig:
namespace.

<element name=”ConfirmationValue” type=”auth:ConfirmationValue”/>
<complexType name=”ConfirmationValue”>

<sequence>
<element ref=”ds:DigestMethod”/>
<element ref=”ds:DigestValue”/>

</sequence>
<attribute name=”Id” type=”ID” use=”optional”/>

</complexType>

3.1.5 e UserDisplayValue ype

e UserDisplayValue type is ffsed to incorporate teffit flhich may be presented to the
ffser. As sffch it is the type ffsed for both the Prompt and Hint elements. Its contents are
a plain string, and it may contain an identi੗er aribffte.

<complexType name=”UserDisplayValue”>
<simpleContent>

<extension base=”string”>
<attribute name=”Id” type=”ID” use=”optional”/>
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</extension>
</simpleContent>

</complexType>

3.1.6 e Prompt Element

is element contains teffit presented to the reader of a pffblication dffring the affthenti-
cation phase. It S८ॵॻॲ४ be ffsed to describe the inpfft reqffired and for flhat it flill be
ffsed. For instance: “Please enter the email address associated with your Kobo account to
open this book.”

<element name=”Prompt” type=”auth:UserDisplayValue”/>

3.1.7 e Hint Element

is element contains teffit flhich might be presented to the ffser to assist their recall. We
anticipate that this flill likely only be ffsed flhen encrypting or re-encrypting content for
personal distribfftion. Sffch ffse floffld likely hafie a passflord-based form of affthentica-
tion similar to that ffsed by Portable Docffment Format (PDF) docffments; in that sitffation
a password hint floffld be appropriate, so fle inclffde effiplicit sffpport for it here.

<element name=”Hint” type=”auth:UserDisplayValue”/>

3.2 Menism Speifiers

A Mechanism speci੗cation takes the form of a URI flithin the auth: namespace. ere
are three mechanisms de੗ned in this speci੗cation, and all three are R५९ॸ५४.

3.2.1 Devie-Keyed Authentition

e device-keyed mechanism performs affthentication ffsing a fialffe ffniqffe to the defiice
onflhich a reading system is rffnning. Effiamples floffld inclffde an Ethernet orWiFi MAC
address or a hardflare serial nffmber. is mechanism is primarily of ffse to fiendors flho
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flish to keep track of flhich defiices ffsers are ffsing to read their books; tying fffl੗lment
to each defiice gifies a flay to implement sffch a scheme.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#device-key

3.2.2 Aount-Keyed Authentition

e account-keyed mechanism affthenticates an indifiidffal reader based on their accoffnt
information. Common types floffld inclffde email addresses, ffser IDs, or accoffnt pass-
flords. When ffsing the passflord approach, it is adfiised that the key be the resfflt of
digesting the real passflord. For this reason fle hafie inclffded some digest methods in
offr additional content transformations. is flay the passflord can be stored by the
serfier in hashed form and ffsed as a KEK directly, and the local defiice can re-hash the
passflord as entered by the ffser.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#account-key

3.2.3 ser-Input Authentition

e ffse of a user-input mechanism declares that affthorization cannot take place flithofft
direct ffser inpfft. Ideally a Prompt element is profiided flhich contains some instrffctions
for the ffser. Implementations M१ॿ choose to implement their ofln messages for flell-
de੗ned fialffe types (sffch as those seen in Section 3.3), bfft S८ॵॻॲ४ prefer any fialffe
flithin a Prompt element.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#user-input

3.3 rnsprent Key Speifiers

When implementing transparent authentication, a means is reqffired to specify a fialffe
knofln to the reading system that it can ffse to determine a pre-disseminated key fialffe.
e URIs presented here serfie as static identi੗ers for certain fialffes. Implementation of
the follofling identi੗ers is R५९ॸ५४, althoffgh fle anticipate that content distribfftors
flill add their ofln URIs to this list.
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3.3.1 MAC Address

e most freqffently ffsed form of machine identi੗cation is the MAC address assigned to
its primary Ethernet or WiFi port. Gifien the prefialence of WiFi interfaces these days,
it’s also freqffently afiailable on mffch smaller single-pffrpose defiices sffch as dedicated
eReaders. is makes it a good candidate for ffse in defiice-keyed affthentication. Note
that implementations Mॻॹॺ render the address into heffiadecimal format; flhether to in-
clffde or omit colons betfleen each character pair may be speci੗ed ffsing the transforms
described in Section 3.4.4.
Identifier:

http://www.idpf.org/epub/ɪ0/lcp-auth#mac-address

3.3.2 Devie Seril Numer

Many compffting defiices hafie access to a ffniqffe serial nffmber at the hardflare lefiel, not
only on a sticker applied to their packaging. ese can also be ffsed to perform defiice-
keyed affthentication.
Identifier:

http://ww.idpf.org/epub/ɪ0/lcp-auth#serial-number

3.3.3 Emil Aount

Readers flith accoffnts for distribfftors sffch as Kobo or Barnes & Noble flill ffsffally hafie
an email address tied to that accoffnt. is email address can be ffsed as part of the KEK,
ffnder the assffmption that the reader flill be reticent to hand offt their email address
beyond a relatifiely small circle of friends. Additionally, it acts as an identi੗er for this
particfflar ffser, meaning it might serfie as a flatermark fialffe in its ofln right.
Identifier:

http://www.idpf.org/epub/ɪ0/lcp-auth#account-email

3.3.4 Aount Pssword Hsh

A ffser can be made to enter their passflord flhich flill then be hashed ffsing an optional
inpfft fiector to generate an offtpfft KEK. e passflord is something the ffser floffld rarely
consent to share flith anyone, and then only flith their closest friends and family.
Identifier:

http://www.idpf.org/epub/ɪ0/lcp-auth#pass-hash
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3.3.5 Pulition Identifiers

Encrypted key flrapping can be tied to a speci੗c book by appending some book-speci੗c
information to the shared secret dffring affthentication. is can be accomplished ffsing
one of themechanisms de੗ned belofl, bfft implementationsMॻॹॺNॵॺ generate or accept
one of these as the key speci੗er if any primary affthentication mechanism; it Mॻॹॺ only
be speci੗ed throffgh an Append aribffte on another Mechanism element.

e publication-id type refers to the fialffe of the element referenced by the unique-
identifier aribffte of an [OPF3] package docffment’s package element. For effiample,
the fialffe retffrned from the listing belofl floffld be “urn:uuid:ɩecɬfbf0-ɩɬɬɫ-0ɨɩf-
c0ɫe-ɨɩɪɨɪɰɩɭeɨɮc”.

<?xml version=”ɨ.0” encoding=”UTF-ɯ” standalone=”no”?>
<package xmlns=”http://www.idpf.org/ɩ00ɮ/opf” version=”ɪ.0” unique-←֓

identifier=”pub-id”>
<metadata xmlns:dc=”http://purl.org/dc/elements/ɨ.ɨ/”>

<dc:identifier id=”pub-id”>urn:uuid:ɩecɬfbf0-ɩɬɬɫ-0ɨɩf-c0ɫe←֓
-ɨɩɪɨɪɰɩɭeɨɮc</dc:identifier>

...
</metadata>
...

</package>

Specifying the isbn type also selects a pffblication ID, bfft it reqffires that it be a fialid
International Standard Book Nffmber (ISBN). In many books this is stored flithin the
dc:identifier metadata block of a package docffment (identi੗ed flith an opf:role at-
tribffte of ‘ISBN’), bfft it may be profiided throffgh an additional cffstom metadata ele-
ment or as an aribffte. A freqffent practice is to embed it flithin a Uni੗ed Resoffrce
Name (URN), as seen in the effiample belofl. In all these cases, the nffmerical teffit of the
ISBN itself is the only fialffe to be retffrned, stripped of any sffrroffnding characters or
other formaing.

<?xml version=”ɨ.0” encoding=”UTF-ɯ” standalone=”no”?>
<package xmlns=”http://www.idpf.org/ɩ00ɮ/opf” version=”ɪ.0” xml:lang=”en←֓

” unique-identifier=”pub-id”>
<metadata xmlns:dc=”http://purl.org/dc/elements/ɨ.ɨ/”>

<dc:identifier id=”pub-id”>urn:ISBN:ɰɮɯɨɨɨɯ0ɪɭɰɨɫ</dc:identifier←֓
>
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...
</metadata>
...

</package>

e title speci੗er refers to the contents of the dc:title element of the package doc-
ffment. e title-and-authors element reqffires some formaing, flhich implementations
Mॻॹॺ follofl:

• e pffblication title, as for the title speci੗er.

• e contents of each dc:creator element flithin the package docffment’s meta-
data, according to the ordering declared by display-seq aribffte fialffes. If no
display-seq fialffes are afiailable, affthors are listed in order of occffrrence.

• Elements flill be concatenated, interspersed by a single comma and space.

For effiample, the fialffe processed from the metadata belofl floffld be “e NeflWealth
Management, Harold Efiensky, Stephen M. Horan, omas R. Robinson”.

<?xml version=”ɨ.0” encoding=”UTF-ɯ” standalone=”no”?>
<package xmlns=”http://www.idpf.org/ɩ00ɮ/opf” version=”ɪ.0” xml:lang=”en←֓

” unique-identifier=”pub-id”>
<metadata xmlns:dc=”http://purl.org/dc/elements/ɨ.ɨ/”>

<dc:identifier id=”pub-id”>urn:ISBN:ɰɮɯɨɨɨɯ0ɪɭɰɨɫ</dc:identifier←֓
>

<meta refines=”#pub-id” property=”identifier-type” scheme=”←֓
xsd:string”>uuid</meta>

<dc:title id=”tɨ”>The New Wealth Management</dc:title>
<meta refines=”#tɨ” property=”title-type”>main</meta>
<meta refines=”#tɨ” property=”display-seq”>ɨ</meta>
<dc:creator id=”creator0ɨ”>Harold Evensky</dc:creator>
<meta refines=”#creator0ɨ” property=”role” scheme=”marc:relators←֓

”>aut</meta>
<meta refines=”#creator0ɨ” property=”file-as”>Evensky, Harold</←֓

meta>
<meta refines=”#creator0ɨ” property=”display-seq”>ɨ</meta>
<dc:creator id=”creator0ɩ”>Stephen M. Horan</dc:creator>
<meta refines=”#creator0ɩ” property=”role” scheme=”marc:relators←֓

”>aut</meta>
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<meta refines=”#creator0ɩ” property=”file-as”>Horan, Stephen M.<←֓
/meta>

<meta refines=”#creator0ɩ” property=”display-seq”>ɩ</meta>
<dc:creator id=”creator0ɪ”>Thomas R. Robinson</dc:creator>
<meta refines=”#creator0ɪ” property=”role” scheme=”marc:relators←֓

”>aut</meta>
<meta refines=”#creator0ɪ” property=”file-as”>Robinson, Thomas R←֓

.</meta>
<meta refines=”#creator0ɪ” property=”display-seq”>ɪ</meta>
...

</metadata>
...

</package>

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#publication-id
http://www.idpf.org/epub/ɪ0/lcp-auth#isbn
http://www.idpf.org/epub/ɪ0/lcp-auth#title
http://www.idpf.org/epub/ɪ0/lcp-auth#title-and-authors

3.4 Additionl XML rnsforms

With string-based inpffts, the ffseffflness of the transforms profiided by [XML DSIG Core]
is someflhat limited— passflords and similar KEK fialffes are ffnlikely to be XML aer all.
e base64 transform retains its ffseffflness in this nefl conteffit, bfft no others can claim
the same fate.

As a resfflt, fle present some nefl transforms here flith associated URIs flithin offr
docffment’s namespace, flhich flill be ffsefffl for the canonicalization or transformation
of plain-teffit fialffes.

3.4.1 Cse Folding

With string-based inpfft, it is ffsefffl to be able to specify that teffit shoffld be adjffsted to
a knofln case. In this instance, fle consider the [UNICODE] implementation of case-
folding algorithms to be de੗nitifie.
Identifier:

http://www.idpf.org/epub/ɪ0/lcp-auth#lowercase
http://www.idpf.org/epub/ɪ0/lcp-auth#uppercase

http://www.w3.org/TR/xmldsig-core1/#sec-Base-64
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3.4.2 Jpnese Ideogrph Cnoniliztion

In Japanese, flhere syllabic leers (kana) effiist alongside ideographic characters (kanji),
fle profiide a transform that stipfflates that teffit be rendered in only characters from one
of the tflo sets of kana.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#hiragana
http://www.idpf.org/epub/ɪ0/lcp-auth#katakana

3.4.3 Chrter Enoding

e issffe of teffit-encoding is likely to raise its head. offgh this docffment assffmes the
ffse of UTF-8 as a primary format, confiersion to other [UNICODE] formats is ffsefffl,
particfflarly flhen considering internationalization. To this end, the follofling speci੗ers
allofl profiide the means to direct the ffse of a particfflar UTF character set. For each of
the tflo flide character sizes fle specify three fiariants: tflo for effiplicit byte orders and
one to reqffire the ffse of the appropriate Byte-Order Mark (BOM).

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɨɭ-LE
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɨɭ-BE
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɨɭ-BOM
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɪɩ-LE
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɪɩ-BE
http://www.idpf.org/epub/ɪ0/lcp-auth#text-utfɪɩ-BOM

3.4.4 MAC Formtting

MAC addresses are rendered as ten heffiadecimal characters, oen flith a colon character
separating each pair (each byte). e follofling transforms can be ffsed to reqffire that
colons be inserted into or stripped from the resffltant string.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-auth#with-separators
http://www.idpf.org/epub/ɪ0/lcp-auth#without-separators
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4 Rights Core Syntx

In this section fle profiide normatifie details of the rights-management schema and data.
Here yoff flill ੗nd discffssions of each element de੗ned by the schema along flith instrffc-
tions on their ffse. is is follofled flith details of the URI speci੗ers for the fiarioffs right
types de੗ned by this speci੗cation.

4.1 Rights Mngement Core Syntx

is section profiides detailed information on the syntaffi of the rights management data
profiided flithin META-INF/authentication.xml. All featffres described here are manda-
tory ffnless otherflise noted. e syntaffi is de੗ned fiia [XMLSCHEMA-1] [XMLSCHEMA-2]
flith the follofling XML preamble, declaration, and internal entity:

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
<!DOCTYPE schema

PUBLIC ”-//WɪC//DTD XMLSchema ɩ00ɨ0ɩ//EN” ”http://www.wɪ.org/ɩ00ɨ/←֓
XMLSchema.dtd”

[
<!ATTLIST schema

xmlns:rights CDATA #FIXED ”http://www.idpf.org/epub/ɪ0/lcp-rights#”←֓
>

<!ENTITY rights ’http://www.idpf.org/epub/ɪ0/lcp-rights#’>
<!ENTITY % p ’’>
<!ENTITY % s ’’>

]>
<schema xmlns=”http://www.wɪ.org/ɩ00ɨ/XMLSchema” xmlns:rights=”http://←֓

www.idpf.org/epub/ɪ0/lcp-rights#” targetNamespace=”http://www.idpf←֓
.org/epub/ɪ0/lcp-rights#” version=”0.ɨ” elementFormDefault=”←֓
qualified”>

4.1.1 e Duration Simple ype

e Duration type de੗nes a time fialffe of one second or longer.

<simpleType name=”Duration”>
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<restriction base=”time”>
<minInclusive value=”00:00:0ɨ.0” /> <!-- one minute -->

</restriction>
</simpleType>

4.1.2 e Counter Simple ype

e Counter type de੗nes an integer fialffe in the range 0→∞.

<complexType name=”LimitType”>
<simpleContent>

<extension base=”rights:Counter”>
<attribute name=”Unit” type=”rights:UnitType” use=”required” />

</extension>
</simpleContent>

</complexType>

4.1.3 e LimitType Complex ype

LimitType de੗nes an element containing a Counter fialffe flith a reqffired Unit aribffte.

<complexType name=”LimitType”>
<simpleContent>

<extension base=”rights:Counter”>
<attribute name=”Unit” type=”rights:UnitType” use=”required” />

</extension>
</simpleContent>

</complexType>

4.1.4 e UnitType Attriute ype

A UnitType aribffte type consists of a token from the follofling set, and is ffsed to
describe the meaning of any nffmeric fialffes associated flith its parent element.

• “character”
Nffmbers are to be interpreted as an integral character coffnt.
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• “sentence”
Nffmbers are to be interpreted as an integral coffnt of complete sentences.

• “paragraph”
Nffmbers refer to the nffmber of HTML <p>…</p> tags or similar.

• “page”
Only ffsed flhen de੗ning limits on printing, this declares that the ffnit of measffre-
ment is the printed page.

• “percentage”
Valffe is a ੘oating-point type in the range 0 → 100 denoting a percentage of the
total content of a pffblication, measffred in fiisible characters.

• “time”
e associated fialffe is an amoffnt of time, represented as a Duration type. Used
to specify allofled lending dffrations.

<simpleType name=”UnitType”>
<restriction base=”token”>

<!-- valid based on visible characters, not bytes or runes of HTML←֓
/XML source -->

<enumeration value=”character” />
<enumeration value=”sentence” />

<!-- valid based on HTML <p> tags or similar -->
<enumeration value=”paragraph” />

<!-- only valid for printing limits -->
<enumeration value=”page” />

<!-- percentage of all visible characters -->
<enumeration value=”percentage” />

<!-- Used for duration-based limitations such as library lends -->
<enumeration value=”time” />

</restriction>
</simpleType>
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4.1.5 e ConsumptionAmount Element ype

e ConsumptionAmount element type speci੗es that an element contains a ੘oating-point
fialffe ≥ 0.0 flith a reqffired Unit aribffte.

<simpleType name=”ConsumptionAmountContent”>
<restriction base=”float”>

<minInclusive value=”0.0” />
</restriction>

</simpleType>
<complexType name=”ConsumptionAmount”>

<simpleContent>
<extension base=”rights:ConsumptionAmountContent”>

<attribute name=”Unit” type=”rights:UnitType” use=”required” />
</extension>

</simpleContent>
</complexType>

4.1.6 e Rights Element

e Rights element forms the root of the META-INF/rights.xml ੗le. It Mॻॹॺ contain
only Right or SharingInfo elements. Each Right references a distinct right or limitation,
bfft many SharingInfo elements may be profiided to specify di੖erent permissions for
di੖erent kinds of sharing.

<element name=”Rights” type=”rights:RightList” />
<complexType name=”RightList”>

<sequence>
<element ref=”rights:Right” maxOccurs=”unbounded” />
<element ref=”rights:SharingInfo” minOccurs=”0” maxOccurs=”←֓

unbounded” />
</sequence>

</complexType>
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4.1.7 e Right Element

e Right element is ffsed to describe a single right or limitation regarding the ffse of a
pffblication. It has tflo reqffired aribfftes:

• e Type aribffte denotes the actffal capability to flhich this right applies. Effiam-
ples inclffde printing, copying and qffoting (e.g. on social netflorks). Its fialffe is a
URI; fle specify a groffp of right URIs flithin the rights: namespace in Section 4.2
flhich all implementations Mॻॹॺ sffpport (sffbject to the limitations of the imple-
mentation’s host defiice). Vendors may Oॶॺ९ॵॴ१ॲॲॿ implement rights control for
implementation-speci੗c featffres ffsing URIs flithin another domain.

• e Unit aribffte is ffsed to denote the ffnit of measffrement for affdited rights; its
type is UnitType, flhich is described in Section 4.1.4.

e Right element may optionally contain a Limit aribffte; this de੗nes a per-action
limitation on the capability described by the right. e Limit aribffte shoffld not be con-
fffsed flith the LifetimeLimit element de੗ned in Section 4.1.9, flhich pffts a maffiimffm
cap on fftilization of the right.

A Right element de੗nes restrictions (or the lack thereo) throffgh its child elements
ExcludedContent, LifetimeLimit, Status, and EligibilityPeriod. Where desirable,
ffse of a right can be recorded flithin the Consumption element. In addition, implemen-
tations M१ॿ add their ofln child elements as profies ffsefffl.

Lastly, it is possible to reference an auth:Mechanismflithin the META-INF/authentication.xml
੗le in order to reqffiremanffal affthentication to perform the actionmanaged by this right.

<element name=”Right” type=”rights:RightType” />
<complexType name=”RightType”>

<sequence>
<element ref=”rights:Authorization” minOccurs=”0” />
<element ref=”rights:ExcludedContent” minOccurs=”0” />
<element name=”LifetimeLimit” type=”rights:LimitType” minOccurs=”0←֓

” />
<element ref=”rights:Status” />
<element ref=”rights:EligibilityPeriod” minOccurs=”0” />
<element ref=”rights:Consumption” minOccurs=”0” maxOccurs=”←֓

unbounded” />
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<any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded” />
<!-- (0,unbounded) elements from (ɨ,ɨ) external namespace -->

</sequence>
<attribute name=”Id” type=”ID” use=”optional” />
<attribute name=”Unit” type=”rights:UnitType” use=”required” />
<attribute name=”Type” type=”anyURI” use=”required” />
<attribute name=”Limit” type=”integer” use=”optional” />

</complexType>

4.1.8 e Authorization Element

is element is ffsed to profiide a URI identifying an auth:Mechanism. When the right’s
action takes place, implementations Mॻॹॺ perform the affthentication steps described by
that mechanism. It is R५३ॵॳॳ५ॴ४५४ that the mechanism reqffire direct ffser inpfft to
affthorize the right.

<element name=”Authorization” type=”rights:AuthorizationType” />
<complexType name=”AuthorizationType”>

<attribute name=”Id” type=”ID” use=”optional” />
<attribute name=”URI” type=”anyURI” use=”required” />

</complexType>

4.1.9 e LifetimeLimit Element

Places an absolffte limit on the ffses of a right. is may be effipressed in any of the ffnits
de੗ned for the UnitType in Section 4.1.4.

<element name=”LifetimeLimit” type=”rights:LimitType” minOccurs=”0←֓
” />

4.1.10 e ExcludedContent Element

In some cases, a pffblisher may flish to effiplicitly deny the ability to perform certain
actifiities on certain areas of the content. For effiample, a pffblisher of mystery nofiels may
choose to prohibit any sharing or printing of content from the ੗nal chapter of the book,



38 4.1 Rights Mngement Core Syntx

or from any point aer the mystery is solfied. e ExcludedContent element profiides
tflo means to describe this: entire manifest items can be efficlffded from a right, sffch as
flhole chapters, or an efficlffsion may be speci੗ed at a more granfflar lefiel ffsing a ranged
ePffb Canonical Fragment Identi੗er (CFI) [EPUB-CFI].

Where a right’s Status (de੗ned in Section 4.1.17) is set to “Permitted” or “Audited”,
this element is ffsed to imply a “Denied” statffs for any referenced items or ranges. Where
a right is “Denied”, this element applies a statffs of “Permitted” to its contents.

<element name=”ExcludedContent” type=”rights:ExcludedContentList” />
<complexType name=”ExcludedContentList”>

<sequence>
<element ref=”rights:ManifestItem” minOccurs=”0” maxOccurs=”←֓

unbounded” />
<element ref=”rights:Fragment” minOccurs=”0” maxOccurs=”unbounded”←֓

/>
</sequence>

</complexType>

4.1.11 e Manifest Element

e Manifest element has no content and has a reqffired IdRef aribffte. is aribffte’s
fialffe Mॻॹॺ match the id aribffte of a manifest item from an [OPF3] docffment.

is element denotes that the entire manifest item referenced is efficlffded from its par-
ent right.

<element name=”Manifest” type=”rights:ManifestRef” />
<complexType name=”ManifestRef”>

<attribute name=”Id” type=”ID” use=”optional” />
<attribute name=”IdRef” type=”token” use=”required” />

</complexType>

4.1.12 e Fragment Element

e Fragment element also has no child elements or content. Its reqffired aribffte is
CFI, flhich S८ॵॻॲ४ be a fialid ranged [EPUB-CFI]; implementations Mॻॹॺ be prepared
to handle erroneoffs fialffes.
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e range speci੗ed by the CFI aribffte is efficlffded from the e੖ects of its parent right.

<element name=”Fragment” type=”rights:FragmentRef” />
<complexType name=”FragmentRef”>

<attribute name=”Id” type=”ID” use=”optional” />
<attribute name=”CFI” type=”string” use=”required” />

</complexType>

4.1.13 e Consumption Element

e Consumption element holds a list of UseInfo elements denoting the times and details
of a right’s ffse for affditing pffrposes.

<element name=”Consumption” type=”rights:UseList” />
<complexType name=”UseList”>

<sequence>
<element ref=”rights:UseInfo” minOccurs=”0” maxOccurs=”unbounded” ←֓

/>
</sequence>

</complexType>

4.1.14 e UseInfo Element

Each UseInfo element details the time at flhich a ffser effiercised the capability described
by its ancestor Right element along flith information on the amoffnts ffsed, flhere appli-
cable. For instance, if a ffser prints tflo pages, that fialffe flill be recorded here. If printing
is limited by a fialffe of a di੖erent ffnit (sffch as printing at most 10% of a pffblication) then
implementations Mॻॹॺ also record the same fialffe in that ffnit as flell.

An effiample of this can be seen in Section 2.5.

<element name=”UseInfo” type=”rights:UseInfoType” />
<complexType name=”UseInfoType”>

<sequence>
<element ref=”rights:Timestamp” />
<element ref=”rights:Amount” maxOccurs=”unbounded” />
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</sequence>
<attribute name=”Id” type=”ID” use=”optional” />

</complexType>

4.1.15 e Timestamp Element

A Timestamp element Mॻॹॺ contain a fialid XML dateTime fialffe. It is ffsed to record the
time at flhich an affdited right flas effiercised.

<element name=”Timestamp” type=”dateTime” />

4.1.16 e Amount Element

e Amount element is a ConsumptionAmount, specifying an amoffnt ffsed of an affdited
right. It reqffires a Unit aribffte to specify the UnitType inflhich the amoffnt is recorded.

<element name=”Amount” type=”rights:ConsumptionAmount” />

4.1.17 e Status Element

A right’s status, as denoted by this R५९ॸ५४ child element, speci੗es one of threemfftffally-
efficlffsifie states for a right.

• A fialffe of Permitted identi੗es a right as being allofled without restriction. Mark-
ing a right flith this statffs has the same e੖ect as not listing the right at all (that is,
implementations Mॻॹॺ assffme that any recognized right not speci੗ed is permied
flithofft restriction). Inclffding it and marking it as permied makes the decision
absolffte; it is R५३ॵॳॳ५ॴ४५४ that conforming implementations generate entries
for all rights they ffnderstand and mark ffnrestricted ones flith this statffs.

• Marking a right Audited signals to the reading system that there are prescribed
limits on the ffse of this right. ere need not be a lifetime limit applied, bfft any
limits profiided Mॻॹॺ be enforced. Recording an affdit trail in the right’s Consump-
tion element is R५९ॸ५४ for rights flith a LifetimeLimit, bfft is Oॶॺ९ॵॴ१ॲ for
those flithofft.
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• A fialffe of Denied indicates that a right is to be ffneqffifiocally denied. Implemen-
tations S८ॵॻॲ४ Nॵॺ edit a right that has met its lifetime limit to this state, bfft that
flill not make the docffment infialid. It is R५३ॵॳॳ५ॴ४५४ that implementations only
ffse this statffs to indicate that a right has been absolfftely denied from the offtset,
not to denote that a right’s ffsage qffota has been effihaffsted.

<element name=”Status” type=”rights:StatusType” />
<simpleType name=”StatusType”>

<restriction base=”token”>
<enumeration value=”Permitted” /> <!-- Permitted without limit -->
<enumeration value=”Audited” /> <!-- Permitted only within ←֓

audited limits -->
<enumeration value=”Denied” /> <!-- Never permitted -->

</restriction>
</simpleType>

4.1.18 e EligibilityPeriod Element

A right may hafie an eligibility period aached to it, sffch that it may only be effiercised
dffring the period indicated.

An eligibility period may contain either a Start element, an End element, or both.
When both are profiided, the eligibility period encompasses the profiided dates, inclffsifie
of the start time and efficlffsifie of the end time. When the start time is not speci੗ed, the
eligibility period inclffdes efiery moment preceding the end time; flhen an end time is
absent, the eligibility period is any moment from that time onflards.

e most common ffse for an EligibilityPeriod is a library loan— the Start fialffe
floffld be the date and time at flhich the itemflas checked offt, and the End fialffe indicates
the time it floffld be afftomatically ‘retffrned’ to the library.

Another potential ffse might be the enforcement of embargoes, for effiample on refiiefl
copies of highly-anticipated books. All rights to copy, lend, qffote, print, and similar
floffld ffnlock on the book’s ‘shelf date’ only. In this effiample, only a Start fialffe need
be profiided.

<element name=”EligibilityPeriod” type=”rights:EligibilityPeriodType” ←֓
/>
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<complexType name=”EligibilityPeriodType”>
<sequence>

<element name=”Start” type=”rights:EligibilityDelimiter” minOccurs←֓
=”0” />

<element name=”End” type=”rights:EligibilityDelimiter” minOccurs=”←֓
0” />

</sequence>
<attribute name=”Id” type=”ID” use=”optional” />

</complexType>

4.1.19 e EligibilityDelimiter ype

e EligibilityDelimiter type is ffsed to specify start and end dates for an Eligibili-
tyPeriod. It contains an XML dateTime fialffe, and may hafie an XML identi੗er aribffte.

<complexType name=”EligibilityDelimiter”>
<simpleContent>

<extension base=”dateTime”>
<attribute name=”Id” type=”ID” use=”optional” />

</extension>
</simpleContent>
</complexType>

4.1.20 e SharingInfo Element

e SharingInfo element is ffsed to specify the means and limitations on lending a pffb-
lication to other readers. Note that this does not aempt to prefient Alice from simply
sending the ੗le to Bob along flith her accoffnt details, passflord, and any other informa-
tion necessary to open the book as-is. Rather it aempts to profiide gffidance to soflare-
assisted lending, flhere a book’s access keys are re-encrypted ffsing a nefl KEK, the ffse
of flhich floffld allofl the other ffser to access the book.

emeans of profiiding the copy to another ffser is not speci੗ed as part of this proposal.
Potential systems might be as simple as email or as elaborate as hafiing a cloffd-based
repository generate a book for Alice, re-encode the KEK for Bob, ffpdate the Consumption
details in the book’s rights.xml flith the details of the loan, and adding it directly to
Bob’s library.
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Either flay, the lent copy Mॻॹॺ be gifien a ‘Read’ right flith an EligibilityPeriod,
and the receifiing reading system Mॻॹॺ honoffr that data.

Sharing can bemade to reqffire effiplicit affthorization by referencing an [affthorization!schema]Mechanism
element ffsing the Authorization element discffssed in Section 4.1.8.

e child elements MinDuration and MaxDuration enable a pffblisher or distribfftor to
place limits on the amoffnt of time for flhich a book may be loaned to another reader,
and a LifetimeLimit child element can place a hard limit on the nffmber of times a book
may be lent offt in total.

e Limit aribffte profiides a means to allofl lending more than one copy simffltane-
offsly; if not speci੗ed, implementations Mॻॹॺ assffme a fialffe of 1.

e Exclusive aribffte, if set to true, flill prefient the oflner of the book from ac-
cessing their ofln copy flhile it is lent to another reader.

e Domain aribffte can be ffsed to limit the groffp of people to flhom a book may be
lent. Effiamples floffld inclffde ‘anyone’ or ‘other Kobo ffsers’ and so on.

<element name=”SharingInfo” type=”rights:SharingInfoType” />
<complexType name=”SharingInfoType”>

<sequence>
<element ref=”rights:Authorization” minOccurs=”0” />
<element name=”MaxDuration” type=”rights:Duration” />
<element name=”MinDuration” type=”rights:Duration” minOccurs=”0” /←֓

>
<element name=”LifetimeLimit” type=”rights:LimitType” minOccurs=”0←֓

” />
<element ref=”rights:Consumption” minOccurs=”0” maxOccurs=”←֓

unbounded” />
</sequence>
<attribute name=”Exclusive” type=”boolean” default=”false” />
<attribute name=”Id” type=”ID” use=”optional” />
<attribute name=”Limit” type=”integer” use=”optional” default=”ɨ” />
<attribute name=”Domain” type=”anyURI” default=”http://www.idpf.org/←֓

epub/ɪ0/lcp-rights#open” />
</complexType>



44 4.2 Right Speifiers

4.2 Right Speifiers

A right speci੗cation takes the form of a URI. We de੗ne a nffmber of these flithin the
rights: namespace. Implementation of all rights de੗ned in this speci੗cation is R५
९ॸ५४.

4.2.1 Printing

Printing can be limited based on the nffmber of pages printed at any one time. A Life-
timeLimit may be based on either a printed-page coffnt or a percentage of the book.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#print

4.2.2 Copying

Sets limits on the ability to copy selected content to the clipboard.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#copy

4.2.3 Soil Shring

is speci੗er identi੗es the right to share selected teffit directly as qffotes throffgh social
netflorks or emails.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#social-share

4.2.4 Reding

Library loans can ffse this right to apply a time flindofl to the accessibility of the book’s
content.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#read



4.3 Lending Domins 45

4.2.5 Editing

e right to edit a docffment is added. When this right’s state is “affdited”, fle effipect
less that there be a ffsefffl limit, more that an affdit trail be kept. is may obfiioffsly be
allofled or denied offtright as flell, thoffgh in a collaboratifiely-edited docffment fle coffld
see the ExcludedContent element being ffsed to ‘lock’ particfflar sections from fffrther
changes once consensffs has been reached.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#edit

4.3 Lending Domins

In this speci੗cation fle de੗ne only one domain, flhich places no restrictions on ffsers
to flhich a pffblication may be shared. Other potential domains might inclffde anyone
flith an accoffnt on the same fiendor, sffch as on the Kobo store or Amazon’s Kindle store.
Another effiample might be anyone employed by a particfflar pffblishing hoffse, allofling
free transfer betfleen employees; access coffld be based on the domain of the sender’s
and recipient’s email addresses or ffpon a directory serfiice, e.g. LDAP.

4.3.1 Open Domin

e open domain is ffsed to indicate that a book may be lent flithofft restriction on the
identity of the receifier.

Identifier:
http://www.idpf.org/epub/ɪ0/lcp-rights#open
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“
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A Index of Requirements

All components and facilities are laid offt here, organized into R५९ॸ५४, R५३ॵॳॳ५ॴ४५४,
and Oॶॺ९ॵॴ१ॲ sets.

A.1 Authentition

Rࡃ࠷࠶࠷ࡄ

• e META-INF/authentication.xml ੗le mffst be inclffded and mffst specify an aff-
thentication mechanism according to the schema in Section 3.1.

• e META-INF/authentication.xml੗lemffst be protected frommodi੗cation throffgh
ffse of an [XML DSIG Core] Signatffre. Placing a signatffre flithin the ੗le itself is
Oॶॺ९ॵॴ१ॲ bfft enables the modi੗cation of the affthentication fiector flhen lending;
implementorsmay simply rely on the signed digest blockflithin META-INF/signature.xml,
bfft then that ੗le floffld need to be modi੗ed any time the book is lent.

• Implementors Mॻॹॺ Nॵॺ efialffate any mechanism flithofft being directed to it
from another location, sffch as from a right, an encryption key ds:RetrievalMethod,
or another mechanism.

• Implementations mffst sffpport all affthentication mechanisms de੗ned in this pro-
posal.

• Implementationsmffst adhere to the reqffirements and recommendations or [XML DSIG Core]
flith regards to sffpported algorithms and their URIs.

• Implementations Mॻॹॺ Nॵॺ ffse a pffblication ID key speci੗er in the primary aff-
thentication mechanism, and Mॻॹॺ reject any pffblication flhose affthentication
does so.

R࠶࠷࠶ࡀ࠷࠿࠿ࡁ࠵࠷

• We recommend the ffse of the AES Keyflrapping algorithm de੗ned in [RFC3394]
flith a KEK size of at least 128 bits, althoffgh any algorithmdescribed by [XML DSIG Core]
may be ffsed.
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• We recommend the affthorization key be constrffcted from at least tflo discrete
pieces of data. For effiample the shared secret obtained throffgh the primary affthen-
tication mechanism coffld be concatenated flith the pffblication’s ffniqffe identi੗er
throffgh an appended mechanism to generate the reqffired signing/encryption key.

A.2 Content Signing

Rࡃ࠷࠶࠷ࡄ

• Implementations are R५९ॸ५४ to conform to the reqffirements and recommenda-
tions of the [XML DSIG Core] speci੗cation.

R࠶࠷࠶ࡀ࠷࠿࠿ࡁ࠵࠷

• e preferred signing algorithm is RSA-SHA256 as de੗ned in RFC 3447 [PKCS1],
ffsing a pffblic key size of at least 2048 bits. Pffblic keys of 1024 bits or less S८ॵॻॲ४
Nॵॺ be ffsed, and implementors S८ॵॻॲ४ ffse at least 3072-bit signatffres for content
effipected to be fieri੗ed beyond 2030.

• To properly fierify pffblisher/affthor signatffres, implementations S८ॵॻॲ४ handle
[XPath] and [XPath-Filter] transformations. Effiamples can be foffnd in Section 2.3.1.

Oࡂࡀࡁ࠾

• An distribfftor M१ॿ ffse an enfieloped signatffre transform flhen signing content
flhich already contains a pffblisher transform. Any implementation of sffch Mॻॹॺ
conform to the speci੗cation in Section 6.6.4 of [XML DSIG Core].

A.3 Enryption

Rࡃ࠷࠶࠷ࡄ

• Implementations Mॻॹॺ conform to the reqffirements and recommendations of the
[XML ENC Core] speci੗cation.

http://www.ietf.org/rfc/rfc3447.txt
http://www.w3.org/TR/xmldsig-core1/#sec-EnvelopedSignature
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• e ffse of an encrypted key is R५९ॸ५४, as is an xenc:RetrievalMethod for the
KEK referencing a Mechanism element inside META-INF/authentication.xml.

• Pffrsffant to Section 2.5.2 of the [OCF3] speci੗cation, all encrypted ੗les Mॻॹॺ be
compressed ffsing the [De੘ate] algorithm before encryption and placed into the
ZIP container in ffncompressed format.

R࠶࠷࠶ࡀ࠷࠿࠿ࡁ࠵࠷

• Wf recommend the ffse of [X.509] key-pairs to implement code-signing and encryp-
tion. e certi੗cate chain andCRL S८ॵॻॲ४ be inclffdedflithin META-INF/encryption.xml.

Oࡂࡀࡁ࠾

• ImplementationsM१ॿ choose to inclffde the ancestor nodes of an [X.509] certi੗cate
chain in ffnencrypted format flithin META-INF/encryption.xml. e leaf certi੗-
cate ffsed to fierify/decrypt content Mॻॹॺ remain encrypted pffrsffant to the aff-
thentication system offtlined in Section 2.1.

A.4 Rights Mngement

Rࡃ࠷࠶࠷ࡄ

• Implementations Mॻॹॺ recognize all rights speci੗ed in this docffment, althoffgh
their implementation of the indifiidffal featffres being restricted are natffrally boffnd
by the capabilities of the reading system itself.

• Implementations Mॻॹॺ treat ffnspeci੗ed rights as implicitly Permitted.

• If no SharingInfo elements are speci੗ed, personal lending Mॻॹॺ be implicitly De-
nied.

R࠶࠷࠶ࡀ࠷࠿࠿ࡁ࠵࠷

• Implementations S८ॵॻॲ४ inclffde all knofln rights flhen generating the contents
of META-INF/rights.xml, marking ffnrestricted rights as effiplicitly Permitted.

• e META-INF/rights.xml ੗le S८ॵॻॲ४ be signed ffsing an enveloped signature to
profiide independent fieri੗cation of its contents.

http://idpf.org/epub/30/spec/epub30-ocf.html#sec-container-metainf-encryption.xml
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Oࡂࡀࡁ࠾

• Implementations M१ॿ implement personal lending as a soflare-assisted featffre,
re-creating the META-INF/signature.xml, META-INF/encryption.xml, META-INF/rights.xml
and META-INF/authentication.xml ੗les as necessary to facilitate the transfer of
content. is is not reqffired, bfft the rights management system has been designed
flith this in mind.

• Implementations are free to declare certain rights as alflays prohibited, ignoring
any permissions speci੗ed for those rights in a pffblication, bfft they Mॻॹॺ commff-
nicate this fact to the ffser.
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B Proessing Instrutions

e algorithms de੗ned here represent the enfiisioned process for each step: opening a
pffblication and efialffating a right.

B.1 Authoriztion Core Algorithm

proedure Pॸॵ३५ॹॹEPॻ२Aॻॺ८(mechanism)
keyString ← “′′

while mechanism ̸= nil do
thisKey ← nil

mechanismType← G५ॺAॺॺॸ९२ॻॺ५(mechanism, “Type”)
authInfo← Nॵ४५FॵॸXP१ॺ८(mechanism, “./AuthInfo”)
authType← G५ॺAॺॺॸ९२ॻॺ५(authInfo, “Type”)

if mechanismType = ‘device− keyed′ then
thisKey ← G५ॺD५ॼ९३५K५ॿ(authType)

else if mechanismType = ‘account− keyed′ then
thisKey ← G५ॺA३३ॵॻॴॺK५ॿ(authType)

else if mechanismType = ‘user − input′ then
prompt← Nॵ४५FॵॸXP१ॺ८(authInfo, “./Prompt/text()”)
hint← Nॵ४५FॵॸXP१ॺ८(authInfo, “./Hint/text()”)
thisKey ← PॸॵॳॶॺUॹ५ॸ(prompt, hint)

end if

if thisKey ̸= nil then ▷ Con੗rm the key if possible
confirmationV alue← Nॵ४५FॵॸXP१ॺ८(mechanism, “./Confirmation-

Value”)
if confirmationV alue ̸= nil then

digestAlgorithm←Nॵ४५FॵॸXP१ॺ८(confirmationV alue, “./Digest-
Method/@Algorithm”)

digestV alue←Nॵ४५FॵॸXP१ॺ८(confirmationV alue, “./DigestVal-
ue/text()”)

if digestV alue ̸= Cॵॳॶॻॺ५D९७५ॹॺ(thisKey, digestAlgorithm) then
thisKey ← nil

end if
end if

end if
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if thisKey ̸= nil then
keyString ← keyString + thisKey

appendURI ← G५ॺAॺॺॸ९२ॻॺ५(mechanism,“Append”)
if appendURI ̸= nil then

mechanism← P१ॸॹ५XMLAॺURI(appendURI)
else

mechanism← nil

end if
else

nextURI ← G५ॺAॺॺॸ९२ॻॺ५(mechanism,“Next”)
if nextURI ̸= nil then

mechanism← P१ॸॹ५XMLAॺURI(nextURI)
else

mechanism← nil

end if
end if

end while
end proedure

B.2 Signture erifition

gAuthNamespace← “http://www.idpf.org/epub/ɪ0/lcp-auth#

proedure Aॻॺ८ॵॸ९ঀ५Pॻ२ॲ९३१ॺ९ॵॴ(pub)
if IॹS९७ॴ५४(pub) then

if V५ॸ९६ॿS९७ॴ१ॺॻॸ५(pub) = false then
return NotAuthorized

end if
end if
return AuthorizationOK

end proedure

proedure IॹS९७ॴ५४(pub)
if H१ॹF९ॲ५(pub, “META-INF/signature.xml”) then

return true

else
return false
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end if
end proedure

proedure V५ॸ९६ॿS९७ॴ१ॺॻॸ५(pub)
xml ← P१ॸॹ५XML(pub, “META-INF/signature.xml”)
if xml = nil then

return false

end if

key ← G५ॺS९७ॴ९ॴ७K५ॿ(xml)
if key = nil then

return false

end if

signedInfo← Nॵ४५FॵॸXP१ॺ८(xml, “/Signature/SignedInfo”)
references← AॲॲNॵ४५ॹFॵॸXP१ॺ८(signedInfo, “Reference”)
for ll ref ∈ references do ▷ Verify all references

valid← V५ॸ९६ॿR५६५ॸ५ॴ३५(ref ) ▷ Implemented as per [XML DSIG Core]
if valid = false then

return false

end if
end for

signature← Nॵ४५ॹFॵॸXP१ॺ८(xml. “/Signature/SignatureValue/text()”)
return V१ॲ९४१ॺ५S९७ॴ५४Iॴ६ॵ(signedInfo, key, signature)

end proedure

proedure G५ॺS९७ॴ९ॴ७K५ॿ(xml)
keyInfo← Nॵ४५FॵॸXP१ॺ८(xml, “./Signature/KeyInfo”)
keyV alue← Nॵ४५FॵॸXP१ॺ८(keyInfo, “./KeyValue/text()”)
if keyV alue ̸= nil then

return Uॴॶ१३ॱK५ॿ(keyV alue)
end if

key ← nil

retrievalMethod← Nॵ४५FॵॸXP१ॺ८(keyInfo, “./RetrievalMethod”)
if retrievalMethod ̸= nil then

uri← G५ॺAॺॺॸ९२ॻॺ५(retrievalMethod, “URI”)
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target← P१ॸॹ५XMLAॺURI(uri)
if G५ॺN१ॳ५ॹॶ१३५(target) ̸= gAuthNamespace then

transforms←Nॵ४५ॹFॵॸXP१ॺ८(retrievalMethod, “./Transforms/Trans-
form”)

return Tॸ१ॴॹ६ॵॸॳXML(target, transforms)
else

return Pॸॵ३५ॹॹEPॻ२Aॻॺ८(target)
end if

end if
return nil

end proedure

B.3 Rights Evlution

Denied← −1

Permitted← 0

proedure Eॼ१ॲॻ१ॺ५R९७८ॺ(name, manifestItemID, locationCFI)
uri← R९७८ॺURIFॵॸN१ॳ५(name)
if uri = nil then

return Permitted ▷ Unknofln rights are implicitly permied
end if

xml ← P१ॸॹ५XML(“META-INF/rights.xml”)
if xml = nil then

return Permitted ▷ No rights.xml means all are permied
end if

xpath← Fॵॸॳ१ॺSॺॸ९ॴ७(“/Rights/[@Type=%s]”, uri)
rightInfo← Nॵ४५FॵॸXP१ॺ८(xml, xpath)
if rightInfo = nil then

return Permitted ▷ No right in ੗le means implicitly permied
end if

status← Nॵ४५FॵॸXP१ॺ८(rightInfo, “./Status/text()”)
if status = “Permitted” then

if IॹEॾ३ॲॻ४५४(manifestItemID, locationCFI , rightInfo) then
return Denied
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else
return Permitted

end if
else if status = “Denied” then

if IॹEॾ३ॲॻ४५४(manifestItemID, locationCFI , rightInfo) then
return Permitted

else
return Denied

end if
else if IॹEॾ३ॲॻ४५४(manifestItemID, locationCFI , rightInfo) then

return Denied

else ▷ Note that fle assffme ੗le is fialid, so statffs mffst be “Affdited” here
return Eॼ१ॲॻ१ॺ५Aॻ४९ॺ५४R९७८ॺ(rightInfo)

end if
end proedure

proedure IॹEॾ३ॲॻ४५४(manifestItemID, locationCFI , rightInfo)
exclusions← Nॵ४५FॵॸXP१ॺ८(rightInfo, “./ExcludedContent[ɨ]”)
for ll exclusion ∈ C८९ॲ४Nॵ४५ॹ(exclusions) do

name← Eॲ५ॳ५ॴॺN१ॳ५(exclusion)
value← Eॲ५ॳ५ॴॺV१ॲॻ५(exclusion)
if name = “Manifest” nd value = manifestItemID then

return true

else if name = “Fragment” nd Lॵ३१ॺ९ॵॴIॴR१ॴ७५(locationCFI , value) then
return true

end if
end for
return false

end proedure

proedure Eॼ१ॲॻ१ॺ५Aॻ४९ॺ५४R९७८ॺ(rightInfo)
limit← G५ॺAॺॺॸ९२ॻॺ५(rightInfo, “Limit”)
LifetimeLimit← Nॵ४५FॵॸXP१ॺ८(rightInfo, “./LifetimeLimit/text()”)

authorizationURI ← Nॵ४५FॵॸXP१ॺ८(rightInfo, “./Authorization/@URI”)
if authorizationURI ̸= nil then

mechanism← P१ॸॹ५XMLAॺURI(authorizationURI)
if mechanism = nil or Pॸॵ३५ॹॹEPॻ२Aॻॺ८(mechanism) = nil then
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return Denied

end if
end if

eligibilityPeriod← Nॵ४५FॵॸXP१ॺ८(rightInfo, “./EligibilityPeriod’[ɨ]’)
if eligibilityPeriod ̸= nil nd W९ॺ८९ॴEॲ९७९२९ॲ९ॺॿP५ॸ९ॵ४(eligibilityPeriod) =

false then
return Denied

end if

if lifetimeLimit = 0 then
return Limit ▷ No lifetime limit, so per-action limit retffrned as-is

end if

lifetimeUnit←Nॵ४५FॵॸXP१ॺ८(rightInfo, “./LifetimeLimit/@Unit/string()”)
lifetimeRemaining ← lifetimeLimit

uses← AॲॲNॵ४५ॹFॵॸXP१ॺ८(rightInfo, “./Consumption/UseInfo”)
for ll useInfo ∈ uses do ▷ Accffmfflate totals

lifetimeRemaining ← lifetimeRemaining−Tॵॺ१ॲIॴUॴ९ॺ(use, lifetimeUnit)
end for

if lifetimeRemaining > 0 then
if lifetimeRemaining ≥ limit then

return limit ▷ Use the per-action limit ffnchanged
else

return lifetimeRemaining ▷ Less than per-action limit remaining
end if

else
return Denied ▷ Lifetime limit has been effihaffsted

end if
end proedure

proedure Tॵॺ१ॲIॴUॴ९ॺ(useInfo, unit)
xpath← Fॵॸॳ१ॺSॺॸ९ॴ७(“./Amount[@Unit=%s]/text()”, unit)
total← 0

for ll amount ∈ AॲॲNॵ४५ॹFॵॸXP१ॺ८(useInfo, xpath) do
total← total + amount

end for
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return total

end proedure

B.4 Shring Evlution

proedure Eॼ१ॲॻ१ॺ५S८१ॸ५(receiver, requestedDuration)
xml ← P१ॸॹ५XML(“META-INF/rights.xml”)
for ll sharingInfo ∈ AॲॲNॵ४५ॹFॵॸXP१ॺ८(xml, “/Rights/SharingInfo”) do

domain← G५ॺAॺॺॸ९२ॻॺ५(sharingInfo, “Domain”)
if domain ̸= nil nd Uॹ५ॸIॴDॵॳ१९ॴ(receiver, domain) = false then

next ▷ Receifier not in domain— go to neffit SharingInfo
end if

limit← G५ॺAॺॺॸ९२ॻॺ५(sharingInfo, “Limit”)
if limit = nil then

limit← 1 ▷ Defafflt limit is 1 share at a time
end if
lifetimeLimit←Nॵ४५FॵॸXP१ॺ८(sharingInfo, “./LifetimeLimit[ɨ]/text())
available← lifetimeLimit

if lifetimeLimit = nil then
available← limit

end if

if lifetimeLimit ̸= nil then
lifetimeUnit←Nॵ४५FॵॸXP१ॺ८(sharingInfo, “./LifetimeLimit[ɨ]/@Unit/string()”)
uses← AॲॲNॵ४५ॹFॵॸXP१ॺ८(sharingInfo, “./Consumption/UseInfo”)
current← 0

for ll useInfo ∈ uses do ▷ Accffmfflate totals
available← available− Tॵॺ१ॲIॴUॴ९ॺ(useInfo, lifetimeUnit)
if unit =“time” then ▷ Check for cffrrent shares

if Uॹ५IॴPॸॵ७ॸ५ॹॹ(useInfo) then
next ▷ In progress— look to the neffit SharingInfo

end if
end if

end for
if lifetimeRemaining ≤ 0 then

next ▷ Effihaffsted— go to the neffit SharingInfo
end if
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end if

if available ≤ 0 then
next ▷ No afiailable shares here, go to the neffit SharingInfo

else
minDuration←Nॵ४५FॵॸXP१ॺ८(sharingInfo, “./MinDuration/text()”)
maxDuration←Nॵ४५FॵॸXP१ॺ८(sharingInfo, “./MaxDuration/text()”)
if minDuration ̸= nil nd requestedDuration < minDuration then

requestedDuration← minDuration

end if
if requestedDuration > maxDuration then

requestedDuration← maxDuration

end if
return requestedDuration ▷ Retffrn the allofled dffration

end if
end for
return nil ▷ If fle get here, sharing is denied

end proedure

proedure Uॹ५IॴPॸॵ७ॸ५ॹॹ(useInfo)
xpath← gDateRangeXPathExpression ▷ XPath de੗ned in Section B.4.1
result← Nॵ४५FॵॸXP१ॺ८(useInfo, xpath)
return Bॵॵॲ५१ॴV१ॲॻ५(node)

end proedure

B.4.1 Dte Rnge Evlution XPth Expression

Listing 1: WithinDateRange() Xery Implementation
declare function rights:within-date-range ( $arg as rights:UseInfoType )←֓

as xs:boolean
{

let $start := xs:dateTime($arg/Timestamp/text())
let $end := op:add-dayTimeDuration-to-dateTime($start, xs:←֓

dayTimeDuration($arg/Amount/text()))
op:dateTime-greater-than($start)

and
op:dateTime-less-than($end)
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}

Listing 2: WithinDateRange() XSLT Implementation
<xsl:function name=”rights:within-date-range” as=”xs:boolean”>

<xsl:param name=”arg” as=”rights:UseInfoType”/>
<xsl:variable name=”start” as=”xs:dateTime” select=”$arg/Timestamp/←֓

text()”/>
<xsl:variable name=”end” select=”op:add-dayTimeDuration-to-dateTime←֓

($start, xs:dayTimeDuration($arg/Amount/text()))”/>
<xsl:sequence select=”op:dateTime-greater-than($start) and ←֓

op:dateTime-less-than($end)”/>
</xsl:function>
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C Proposed XML Sems

In this section yoff can ੗nd the complete teffit of the XML schemas de੗ned by this docff-
ment. For details on implementation, refer to Sections 3 and 4.

C.1 e LCP-AUTH Sem

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
2 <!DOCTYPE schema PUBLIC ”-//WɪC//DTD XMLSchema ɩ00ɨ0ɩ//EN” ”http://www.←֓

wɪ.org/ɩ00ɨ/XMLSchema.dtd”
[

4 <!ATTLIST schema xmlns:auth CDATA #FIXED ”http://www.idpf.org/epub/ɪ0/←֓
lcp-auth#”>

<!ATTLIST schema xmlns:ds CDATA #FIXED ”http://www.wɪ.org/ɩ000/0ɰ/←֓
xmldsig#”>

6 <!ENTITY auth ”http://www.idpf.org/epub/ɪ0/lcp-auth#”>
<!ENTITY dsig ”http://www.wɪ.org/ɩ000/0ɰ/xmldsig#”>

8 <!ENTITY % p ””>
<!ENTITY % s ””>

10 ]>
<schema xmlns:auth=”http://www.idpf.org/epub/ɪ0/lcp-auth#” xmlns:ds=”←֓

http://www.wɪ.org/ɩ000/0ɰ/xmldsig#” targetNamespace=”http://www.←֓
idpf.org/epub/ɪ0/lcp-auth#” version=”0.ɨ” elementFormDefault=”←֓
qualified”>

12 <!-- Start Authentication -->
<element name=”Authentication” type=”auth:AuthenticationType”/>

14 <complexType name=”AuthenticationType”>
<sequence>

16 <element ref=”ds:Signature”/>
<element ref=”auth:Mechanism” maxOccurs=”unbounded”/>

18 </sequence>
<attribute name=”Provider” type=”anyURI” use=”optional”/>

20 </complexType>
<!-- Start Mechanism -->

22 <element name=”Mechanism” type=”auth:MechanismType”/>
<complexType name=”MechanismType”>

24 <sequence>
<element ref=”auth:AuthInfo”/>
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26 <element ref=”auth:Prompt” minOccurs=”0”/>
<element ref=”auth:Hint” minOccurs=”0”/>

28 <any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded”←֓
/>

<!-- (0,unbounded) elements from (ɨ,ɨ) external namespace --←֓
>

30 </sequence>
<attribute name=”Id” type=”ID” use=”optional”/>

32 <attribute name=”Type” type=”anyURI” use=”required”/>
<attribute name=”Next” type=”anyURI” use=”optional” />

34 <attribute name=”Append” type=”anyURI” use=”optional” />
</complexType>

36 <!-- Start AuthInfo -->
<element name=”AuthInfo” type=”auth:AuthInfoType”/>

38 <complexType name=”AuthInfoType”>
<sequence>

40 <element name=”InputVector” type=”ds:CryptoBinary” minOccurs←֓
=”0”/>

<element ref=”ds:Transforms” minOccurs=”0”/>
42 <element ref=”auth:ConfirmationValue” minOccurs=”0”/>

<any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded”←֓
/>

44 <!-- (0,unbounded) elements from (ɨ,ɨ) external namespace --←֓
>

</sequence>
46 <attribute name=”Id” type=”ID” use=”optional”/>

<attribute name=”Type” type=”anyURI” use=”required”/>
48 </complexType>

<!-- Start ConfirmationValue -->
50 <element name=”ConfirmationValue” type=”auth:ConfirmationValue”/>

<complexType name=”ConfirmationValue”>
52 <sequence>

<element ref=”ds:DigestMethod”/>
54 <element ref=”ds:DigestValue”/>

</sequence>
56 <attribute name=”Id” type=”ID” use=”optional”/>

</complexType>
58 <!-- Simple Elements -->

<element name=”Prompt” type=”auth:UserDisplayValue”/>
60 <element name=”Hint” type=”auth:UserDisplayValue”/>

<complexType name=”UserDisplayValue”>
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62 <simpleContent>
<extension base=”string”>

64 <attribute name=”Id” type=”ID” use=”optional”/>
</extension>

66 </simpleContent>
</complexType>

68 </schema>

C.2 e LCP-RIGHTS Sem

<?xml version=”ɨ.0” encoding=”utf-ɯ”?>
2 <!DOCTYPE schema

PUBLIC ”-//WɪC//DTD XMLSchema ɩ00ɨ0ɩ//EN” ”http://www.wɪ.org/ɩ00ɨ/←֓
XMLSchema.dtd”

4 [
<!ATTLIST schema

6 xmlns:rights CDATA #FIXED ”http://www.idpf.org/epub/ɪ0/lcp-rights#”←֓
>

<!ENTITY rights ’http://www.idpf.org/epub/ɪ0/lcp-rights#’>
8 <!ENTITY % p ’’>

<!ENTITY % s ’’>
10 ]>

<schema xmlns=”http://www.wɪ.org/ɩ00ɨ/XMLSchema” xmlns:rights=”http://←֓
www.idpf.org/epub/ɪ0/lcp-rights#” targetNamespace=”http://www.idpf←֓
.org/epub/ɪ0/lcp-rights#” version=”0.ɨ” elementFormDefault=”←֓
qualified”>

12 <!-- Duration type -->
<simpleType name=”Duration”>

14 <restriction base=”time”>
<minInclusive value=”00:00:0ɨ.0” /> <!-- one minute -->

16 </restriction>
</simpleType>

18 <!-- Counter Type -->
<simpleType name=”Counter”>

20 <restriction base=”integer”>
<minInclusive value=”0” />

22 </restriction>
</simpleType>

24 <!-- Limit Type -->
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<complexType name=”LimitType”>
26 <simpleContent>

<extension base=”rights:Counter”>
28 <attribute name=”Unit” type=”rights:UnitType” use=”required” />

</extension>
30 </simpleContent>

</complexType>
32 <!-- Unit Type -->

<simpleType name=”UnitType”>
34 <restriction base=”token”>

<!-- valid based on visible characters, not bytes or runes of HTML←֓
/XML source -->

36 <enumeration value=”character” />
<enumeration value=”sentence” />

38

<!-- valid based on HTML <p> tags or similar -->
40 <enumeration value=”paragraph” />

42 <!-- only valid for printing limits -->
<enumeration value=”page” />

44

<!-- percentage of all visible characters -->
46 <enumeration value=”percentage” />

48 <!-- Used for duration-based limitations such as library lends -->
<enumeration value=”time” />

50 </restriction>
</simpleType>

52 <!-- Start Rights -->
<element name=”Rights” type=”rights:RightList” />

54 <complexType name=”RightList”>
<sequence>

56 <element ref=”rights:Right” maxOccurs=”unbounded” />
<element ref=”rights:SharingInfo” minOccurs=”0” maxOccurs=”←֓

unbounded” />
58 </sequence>

</complexType>
60 <!-- Start Right -->

<element name=”Right” type=”rights:RightType” />
62 <complexType name=”RightType”>

<sequence>
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64 <element ref=”rights:Authorization” minOccurs=”0” />
<element ref=”rights:ExcludedContent” minOccurs=”0” />

66 <element name=”LifetimeLimit” type=”rights:LimitType” minOccurs=”0←֓
” />

<element ref=”rights:Status” />
68 <element ref=”rights:EligibilityPeriod” minOccurs=”0” />

<element ref=”rights:Consumption” minOccurs=”0” maxOccurs=”←֓
unbounded” />

70 <any namespace=”##other” minOccurs=”0” maxOccurs=”unbounded” />
<!-- (0,unbounded) elements from (ɨ,ɨ) external namespace -->

72 </sequence>
<attribute name=”Id” type=”ID” use=”optional” />

74 <attribute name=”Unit” type=”rights:UnitType” use=”required” />
<attribute name=”Type” type=”anyURI” use=”required” />

76 <attribute name=”Limit” type=”integer” use=”optional” />
</complexType>

78 <!-- Start Authorization -->
<element name=”Authorization” type=”rights:AuthorizationType” />

80 <complexType name=”AuthorizationType”>
<attribute name=”Id” type=”ID” use=”optional” />

82 <attribute name=”URI” type=”anyURI” use=”required” />
</complexType>

84 <!-- Start ExcludedContent -->
<element name=”ExcludedContent” type=”rights:ExcludedContentList” />

86 <complexType name=”ExcludedContentList”>
<sequence>

88 <element ref=”rights:Manifest” minOccurs=”0” maxOccurs=”unbounded”←֓
/>

<element ref=”rights:Fragment” minOccurs=”0” maxOccurs=”unbounded”←֓
/>

90 </sequence>
</complexType>

92 <!-- Start Manifest -->
<element name=”Manifest” type=”rights:ManifestRef” />

94 <complexType name=”ManifestRef”>
<attribute name=”Id” type=”ID” use=”optional” />

96 <attribute name=”IdRef” type=”token” use=”required” />
</complexType>

98 <!-- Start Fragment -->
<element name=”Fragment” type=”rights:FragmentRef” />

100 <complexType name=”FragmentRef”>
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<attribute name=”Id” type=”ID” use=”optional” />
102 <attribute name=”CFI” type=”string” use=”required” />

</complexType>
104 <!-- Start Consumption -->

<element name=”Consumption” type=”rights:UseList” />
106 <complexType name=”UseList”>

<sequence>
108 <element ref=”rights:UseInfo” minOccurs=”0” maxOccurs=”unbounded” ←֓

/>
</sequence>

110 </complexType>
<!-- Start UseInfo -->

112 <element name=”UseInfo” type=”rights:UseInfoType” />
<complexType name=”UseInfoType”>

114 <sequence>
<element ref=”rights:Timestamp” />

116 <element ref=”rights:Amount” maxOccurs=”unbounded” />
</sequence>

118 <attribute name=”Id” type=”ID” use=”optional” />
</complexType>

120 <!-- Start Timestamp -->
<element name=”Timestamp” type=”dateTime” />

122 <!-- Start Amount -->
<element name=”Amount” type=”rights:ConsumptionAmount” />

124 <!-- Start ConsumptionAmount -->
<simpleType name=”ConsumptionAmountContent”>

126 <restriction base=”float”>
<minInclusive value=”0.0” />

128 </restriction>
</simpleType>

130 <complexType name=”ConsumptionAmount”>
<simpleContent>

132 <extension base=”rights:ConsumptionAmountContent”>
<attribute name=”Unit” type=”rights:UnitType” use=”required” />

134 </extension>
</simpleContent>

136 </complexType>
<!-- Start Status -->

138 <element name=”Status” type=”rights:StatusType” />
<simpleType name=”StatusType”>

140 <restriction base=”token”>
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<enumeration value=”Permitted” /> <!-- Permitted without limit -->
142 <enumeration value=”Audited” /> <!-- Permitted only within ←֓

audited limits -->
<enumeration value=”Denied” /> <!-- Never permitted -->

144 </restriction>
</simpleType>

146 <!-- Start EligibilityPeriod -->
<element name=”EligibilityPeriod” type=”rights:EligibilityPeriodType” ←֓

/>
148 <complexType name=”EligibilityPeriodType”>

<sequence>
150 <element name=”Start” type=”rights:EligibilityDelimiter” minOccurs←֓

=”0” />
<element name=”End” type=”rights:EligibilityDelimiter” minOccurs=”←֓

0” />
152 </sequence>

<attribute name=”Id” type=”ID” use=”optional” />
154 </complexType>

<complexType name=”EligibilityDelimiter”>
156 <simpleContent>

<extension base=”dateTime”>
158 <attribute name=”Id” type=”ID” use=”optional” />

</extension>
160 </simpleContent>

</complexType>
162 <!-- Start SharingInfo -->

<element name=”SharingInfo” type=”rights:SharingInfoType” />
164 <complexType name=”SharingInfoType”>

<sequence>
166 <element ref=”rights:Authorization” minOccurs=”0” />

<element name=”MaxDuration” type=”rights:Duration” />
168 <element name=”MinDuration” type=”rights:Duration” minOccurs=”0” /←֓

>
<element name=”LifetimeLimit” type=”rights:LimitType” minOccurs=”0←֓

” />
170 <element ref=”rights:Consumption” minOccurs=”0” maxOccurs=”←֓

unbounded” />
</sequence>

172 <attribute name=”Exclusive” type=”boolean” default=”false” />
<attribute name=”Id” type=”ID” use=”optional” />

174 <attribute name=”Limit” type=”integer” use=”optional” default=”ɨ” />
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<attribute name=”Domain” type=”anyURI” default=”http://www.idpf.org/←֓
epub/ɪ0/lcp-rights#open” />

176 </complexType>
</schema>
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